L. How to Install and Authenticate Soft Token - Desktop
’ Ginnie Mae RSA QUICK REFERENCE CARD

This Quick Reference Card is for users who are installing their RSA SecurID Soft Token on their desktop computer.

HOW TO INSTALL YOUR SECURID SOFT TOKEN

ON YOUR DESKTOP New Ginie Mo Soft Token

1. Receive an email from
donotreply access@ginniemae.gov with the subject line
New Ginnie Mae Soft Token which contains your token
file. You may disregard the QR code as that is for mobile
set-up only.

Note: You must choose whether you would like to install your
RSA SecurlD Soft Token on your desktop or mobile device.
You may only install it on one device.

2. Double click to save the LastName-FirstName (.sdtid)
file. Save the token file to your desktop.

SecurlD Docs & Downloads Software Tokens

3. In aweb browser, navigate to the SecurlD Software
Tokens - RSA Community to download and install your

SecurlD Software Tokens Contents

token (https://community.securid.com/s/all- Software Token Converter g4
downloads/rsa-securid-downloads). Select the type Android g 73
that matches your desktop: Microsoft Windows or
maCOS. 108 & 44
macOS &= 7
Note: Ginnie Mae does not support Software Token Converter. MSCrosoft Windows 8
Android and iOS may be disregarded as they are for mobile
set-up onIy. SecurlD Docs & Downloads Software Tokens Microsoft Windows

SecurlD Software Token for Microsoft Windows Windows

Documentation and Downloads
4. Select the RSA SecurlD Software Token Downloads | [3) RSA SecurlD Software Token 5.0.3 Downloads for Microsoft Windows

link (Version 5.0.3 for Microsoft Windows or Version

4.2.3 for macOS). °

SecurlD Daocs & Downloads Software Tokens macOS
SecurlD Software Token for macOS macos

Documentation and Downloads
3) SecurlD Software Token 4.2.3 for macOS Release Notes
Sep 20, 2021
| 3) SecurlD Software Token 4.2.3 for macOS

Sep 9, 2021

5. For Microsoft Windows, select the RSA SecurlD
Software Token 5.0.3 Downloads for Microsoft s —
WIndOWS (64-b|t) Ilnk to Open a le flle' For RSA SecurlD Software Token 5.0.3 Downloads for Microsoft Windows (64-bit)
macOS, select the download attachment button Checksum (SHA2 &

. . . Release Downloads
neXt tO RSASeCUI’IDMaC423.ZIp Ilnk to Open a le 971360982192621 SecurlD Software Token 4.2.3 for macOS (see file attachment below)

flle Checksum
(SHA256): dcf62e41942618ac8f85bbbdb7dcbdid775b4751e689184¢f2436fbb159¢c5C

Attachments o
% RSASecurIDMac423.zip maCOS
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6. For Microsoft Office, open another zip file titled
RSASecurlDToken503.zip. For macOS, continue to

Step 7.

7. Double click on the installation file name:
RSASecurlDToken503x64.msi for Microsoft Windows

How to Install and Authenticate Soft Token - Desktop

RSA QUICK REFERENCE CARD

a1 ecurlDPlugin! zi
O RSAS IDPluginSDK503.zip
ML | Type: WinZip File

D-,‘ RSASecurlDSDKS03.zip
=L | Type: WinZip File

N RSASecurlDSDK503.zip.md5S.rtf
D Type: Rich Text Format

D_" RSASecurlDSDKext503.zip
=L | Type: WinZip File

oj =y RSASecurlDTimePluginSDK503.zip
S | Type: WinZip File
7y RSASecurlDToken503.zip

i Type: WinZip File

m ﬁ“' RSASecurlDToken503.zip.md5.rtf

RSASecurlDSoftwareToken5.0.3x64.zip

Date modified: 5/25/2021 7:47 PM
Size: 148KB 5 147TKB

Date modified: 5/25/2021 8:03 PM
Size: 8T.9KB + 874KB

Date modified: 5/25/2021 9:46 PM
Size: 168 bytes 139 bytes

Date modified: 5/25/2021 7:47 PM
Size: T36KB & T34KB

Date modified: 5/25/2021 7:47 PM
Size: 32.TKB = 38.6KB

Date modified: 5/25/2021 5:46 PM
Size: 5T9MB + 58.0MB

Date modified: 5/25/2021 %:46 PM

RSASecurlDToken503.zip

def

or RSASecurIDMAC423.dmg for macOS. Installation LR e Folder

will begin.

8. Once the RSA SecurlD Software Token - Set Up Wizard

opens, select Next.

O template

Type: Folder

m RSASecurlDToken503x64.msi
33 Type: Windows Installer Package

RSASecurlDTokenAuto503x64.msi

Windows

Date modified: 5/25/2021 9:46 PM
Date modified: 5/25/2021 9:46 PM

Date modified: 5/25/2021 9:45 PM
Size: 352 MB 9 32.8 MB

Date medified: 5/25/2021 9:44 PM

RSASecurlDMac423.zip
macOS
|:| RSASecurlDMac423.dmg Date modified: 9/2/2021 1:12 PM
Type: DMG File Size: 177.8 MB 9@ 17.8 MB
45! RSA SecurlD Software Token - Setup Wizard X

| Welcome to the RSA SecurID
Software Token Setup Wizard

The Setup Wizard will install RSA SecurlD Software Token
5.0.3.712 x64 on your computer.Click Next to continue or
Cancel to exit the Setup Wizard,

WARNING: This program is protected by copyright law and
international treaties.

# RSA SecurlD Software Token - Setup Wizard

9. Read the license agreement and then select | accept Uoense Agreement

the terms in the license agreement (you may elect to
print the terms). Select Next.

Read the following license agreement carefully.

RSA

END USER LICENSE
AGREEMENT

*4+ IMPORTANT
INFORMATION - PLEASE
READ CAREFULLY *+* v

(@)1 accept the terms in the license agreement

(OIdo not accept the terms in the license agreement

ok o

o Print
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7 RSA SecuriD Software Token - Setup Wizard - X

10. In Setup Type, select Typical (Ginnie Mae does not setupType SA
provide support for Custom setup). Select Next. e e e st e RSA

Please select a setup type.
® Typical

The RSA SecurlD Software Token appication wil be installed. The
Browser Plug-ins will not be installed.

O Custom

11. You are now ready to install the program on your —
desktop. Select Install. T ———— =

Note: If your organization has security restrictions that sty i e o RSA

prohibit you from installing this program, you must contact ekt e e o

the IT Administrator at your organization. st v s g o f st ke '

12. Once the software has finished installing, the Setup Q
Wizard Completed message will display. Select the o O] [
Launch RSA SecurlD Software Token checkbox.
Select Finish.

5 RSA SecurlD Software Token - Setup Wizard - x
Installing RSA SecurlD Software Token .
The program features you selected are being installed. R SA

7.@ Please wait whils the Setup Wizard installs RSA SecurlD Software Token, This may
o7 take several minutes,
5

Status:

Copying new files

#5 RSA SecurlD Software Token - Setup Wizard X
RSA | Setup Wizard Completed
The Setup Wizard has successfully instabled RSA SecurlD
e Software Token. Click Finish button to exit the wizard,
[ALaunch RSA SeaurID Software Token
A Impert Token X
13. Once the application Import Token window is launched, Select token mpor method:
select Import Token from File. You may select the icon, 2 @ R
or the hyperlink provided. Ginnie Mae does not support e i svat o yurcrmpcr (i atnn)
importing file from web. L pe—— ” :

Note: If RSA SecurlD Token App does not launch, search “RSA
SecurlD Token” in your taskbar. Heed b

E A Type here to search oY% I
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14. Your file explorer window will open, select the file saved
to the Desktop in Step 2. Select Open to continue.

| [Token imeort Fler rsdbd)

= I —

15. For the password, enter the temporary password

. . . rsn Enter File Password *
provided in the email from
donotreply access@ginniemae.gov with the subject line To complete import of o

. . . rza.testerl@ginniemae.cloud_000422448508.=dtid file enter a
Additional Soft Token Information Required for password.

Setup and select OK.

Enter Password: [ oy ]

@[ ok || cancal |

16. The RSA SecurlD Software Token app will import the
Username-Software Token file and prompt you for a PIN; scafmin Options vl g
DO NOT ENTER A PIN. Follow the next steps for How to
Complete SecurlD Soft Token Authentication.

Enter PIN: [DO NOT ENTER A PIN u

RS/ Securid

Ce SecurlD SELF-SERVICE CONSOLE

f’?’ Home

Welcome to the RSA Self-Service Console where you can perform token mainten:

Log On

1. Type https://token.ginniemae.gov into your web browser
to navigate to the RSA Self-Service Console. Enter your
User ID (email address). Select OK.

Log on with your corporate credentials to request new tokens and
manage existing tokens.

vser 10 TGl o

Forgot your user ID? Contact your administrator.

Do you need an account?
Request an account
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Creating a New Password

2. Select Password from the drop-down menu as the
Authentication Method. Select Log On.

3. Enter your MyGinnieMae Password (the password you
use to login to my.ginniemae.gov). Select Log On.

4. The system may prompt you to change your password.
Enter the temporary password as your Current
Password.

5. Create a new password and enter it in New Password
and Confirm New Password field. Select OK. You will
see a confirmation on your screen once your password
is changed.

Note: To view password requirements, select the “What is a
valid password?” link on the screen.

Creating a PIN

6. You will be directed to the Self-Service Console home
screen. Select the Create PIN hyperlink.

How to Install and Authenticate Soft Token - Desktop
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% SecurlD SECURE LOGON

@- Log On

User ID: rsa.tester1 @ginniemae.cloud

Asstiantiostion MeEo: o
Cance

% SecurlD SECURE LOGON

;E- Log On

User ID: rsa.testerl@ginniemae.cloud

Authentication Met Password
Password: [ ]

% SecurlD SECURE LOGON

H— Change Password

Your password has expired. You are required to creste a new password.

hange Password
Current Password:

© 1994-2021 RSA Securty LLCY

My Authenticators

Tokens - view SecurlD token demo
Generic Mobile Token View details, test, troublesh
Token Serial Number: 000422448509
PIN: none Create PIN C& SecurlD
Expires On: Mar 30, 2024 8:00:00 P!

request replacement

Security Questions - set up

Not configured
Please set up your security questions and answers
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You will be directed to a new screen to create your 4-8

characters-long PIN. You will use this in Step 11 to
authenticate your token.

@ Create PIN

* Required Field
Create PIN

nter and confirm your new PIN. Remember this PIN. It is required during each logon.
Create New PIN: * /7
Select SAVE to return to the Self-Service Console.

Your PIN must be between 4 and 8 characters long

Confirm New PIN:

Testing Your Token

9.

S SecurlD SELF-SERVICE CONSOLE
In the Self-Service Console, select the test hyperlink to
authenticate your token.

& My Account

This page allows you to view your user profile and manage your authenticatars. Certain edits to your
You can also use this page to request suthenticators and user group membership, and v

£ request histo

My Authenticators
Tokens s

10, 2022 12:11:29 PM EDT

% SecurlD
0 PM EOT

Security Questions

et

You've successfully setup your security questions. During logon you may be prompted to
answer those questions to venfy your identity.

10. You will be directed to the Test Your Token screen.
Enter your User ID (email address).

© 1954-2021 RSA Security LLC or 4

% Test Your Token

* Required Field
Test your token 0
Note: Leave the web browser open as you complete steps 11-
12 in the RSA SecurlD Token app.

Run a test authentication with your User ID and token.

User ID:

*
| rsa.testerl@ginniemae.clou

Passcode: * |

Cancel Test

11. From your desktop, open the RSA SecurlD Token App.

Enter the PIN that you created in Step 7. Select the
arrow button.

Options Vl SEe
Enter PIN: (‘——‘ ﬁ’
RS/ securid
—
12. Select Copy. scadimin

Passco de: \
( 3572 9422

L Re-enter PIN J | copy J
RS/ Securid

S

—————
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13.

14.

15.

Return to the web browser and right-click and select
Paste to enter the copied Passcode in the Self-Service
Console.

Select Test to authenticate your token.

You will be directed to a screen in your web browser
indicating that the authentication was successful. If your
authentication was not successful, redo steps 10-14. If
your authentication is still unsuccessful, send an email to
askGinnieMae@hud.gov with the subject line RSA
SecurlD Authentication Unsuccessful.

RSA QUICK REFERENCE CARD

% Test Your Token

* Required Field

Test your token 9
Run a test authentication with your User ID and

*,
User ID: sterl@ginniemae.clou

Passcode: eeee

Cancel

% SecurlD SELF-SERVICE CONSOLE

W& Successful Test Logon

4 Your test authentication is successful.
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