
GMEP and GinnieNET Cleanup Exercise 
SO and EA Outreach Call – December 15, 2016



Agenda

• Where we are headed - Single Sign On (SSO)
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• How we get there

– Completed Activities

• What we need from you 

– Next Phase: Account Consolidation

• Resources

• Q&A



Where we are headed

Single Sign On (SSO): Ginnie Mae is developing a new portal to host our 

business applications. This portal will have single sign on functionality. This 

means that a single log in ID and password will provide users access to most 

of the applications needed to do business with Ginnie Mae. Multiple user IDs 

will no longer be needed or allowed.

The SSO functionality will enable and require system users to log-in to Ginnie 

Mae systems using their own email address as their username for Ginnie 

Mae Systems
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One ID + One Password = Access



How we get there
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Phase I-Correlate 
Active User Accounts 

and Submit 
Worksheet

Phase II-Eliminate  
Multiple and Inactive 

User Accounts

Phase III-Begin to 
Onboard and Migrate 
Correlated Accounts

Completed Now 2017



How we get there – Completed Activities
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Prerequisites

• Each program participant to 
determined which enrollment 
administrator (EA) or security 
officer (SO) would serve as the 
point of contact (POC) for 
Ginnie Mae in connection with 
this effort. Ginnie Mae used 
the POC to collect and provide 
user and system information 
necessary to migrate an 
organization to Single-Sign On.

Phase I

• Each Issuer and Document 
Custodian GMEP was asked to 
submit the Account 
Correlation Worksheet to 
identify and correlate a valid 
email address, a GMEP User ID 
and/or a GinnieNET ID, as 
applicable, for each active 
system user.  The Worksheet 
was made available for 
download from Ginnie Mae’s 
website.



How we get there – Phase I Results Status
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Account Correlation Worksheet Submission Status

Check your status on the Modernization Webpage under “SSO” and look for 
Account Correlation Worksheet Status by Issuer ID

http://www.ginniemae.gov/issuers/issuer_training/Pages/modernization.aspx


What we need from you
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• Deactivate GMEP and GinnieNET User IDs no longer in use

• Identify users with multiple GMEP and or GinnieNET IDs

• For users with multiple IDs, consolidate their roles and access onto the 

GMEP and/or GinnieNET ID identified in the Account Correlation 

worksheet

• Deactivate the extraneous GMEP or GinnieNET IDs (i.e. those user IDs 

not identified on the worksheet)

• Phase End Goal: Only ID’s that have been previously identified in the 

account correlation worksheet should remain active

Next Phase: Account Consolidation



Consolidating User Accounts in GMEP

IDENTIFY USER ROLES AND ACCESS 
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ST
EP

 O
N

E Identify the GMEP User ID 
that will be deactivated and 
discover which roles, 
applications and Issuer IDs 
are associated with that User 
ID by following steps 1-8 of 
the “Assigning & Verifying 
Roles IN GMEP Issuer 
Security Officer QRC (IS-3)”.

http://www.ginniemae.gov/issuers/issuer_training/Documents/assign_verify_roles_gmep_iso_qrc.pdf


Consolidating User Accounts in GMEP

IDENTIFY USER ROLES AND ACCESS 
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ST
EP

 T
W

O Identify the GMEP User ID 
that will be retained and 
follow the same process 
outlined in STEP ONE to 
obtain the list of roles, 
applications and Issuer IDs 
associated with the GMEP 
User ID that will be 
retained.



Consolidating User Accounts in GMEP

COMPARE USER ROLES AND ACCESS 
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ST
EP

 T
H

R
EE

Compare the list of roles, applications 
or Issuer IDs associated with the 
GMEP User ID that is being 
deactivated (STEP ONE) against the 
list of these items associated with the 
GMEP User ID that will be retained 
(STEP TWO).  Identify the roles, 
applications, or Issuer IDs that will 
need to be added to the GMEP User 
ID that will be retained to ensure the 
user has all necessary access attached 
to one GMEP User ID.



Consolidating User Accounts in GMEP

ADD USER ROLES AND ACCESS 
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ST
EP

 F
O

U
R Add any necessary roles, 

applications or Issuer IDs 
identified in STEP THREE, 
to the GMEP User ID 
that will be retained by 
completing all the steps 
outlined in QRC IS-3.

http://www.ginniemae.gov/issuers/issuer_training/Documents/assign_verify_roles_gmep_iso_qrc.pdf


Consolidating User Accounts in GMEP

ADD USER ROLES AND ACCESS 
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ST
EP

 F
O

U
R This process will require the action 

of two Security Officers with GMEP 
SO ID that is associated with all of 
the Issuer IDs identified in STEP 
ONE and STEP TWO above.  To 
complete this exercise, Security 
Officers may request to have their 
account associated with an Issuer 
ID by contacting Ginnie Mae 
Relationship Services at 1-800-234-
4662; Option #1.



Consolidating User Accounts in GMEP

DEACTIVATE EXTRANEOUS USER ACCOUNTS
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ST
EP

 F
IV

E Delete the 
extraneous account 
identified in STEP 
ONE above by 
following the process 
outlined in QRC IS-11.

For steps to delete user accounts in GinnieNET see QRC IS-12.

http://www.ginniemae.gov/issuers/issuer_training/Documents/deactivate_user_access_gmep.pdf
http://www.ginniemae.gov/issuers/issuer_training/Documents/deactivate_user_access_ginnienet.pdf


Important Dates

Completed - Phase I: Account 
Correlation Worksheet
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Now - Phase II: Account 
Consolidation

January 2017 - Next Modernization 
and Issuer Outreach Call 



Resources

• Overview slides for this presentation will be posted shortly

• Overview slides for Single Sign On Phase I (November 15, 2016)

• Overview slides for Single Sign On Phase I (October 6, 2016)

• Recording of Single Sign On Phase I (October 6, 2016) Outreach Call 
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• Quick Reference Cards (QRCs)
– Assigning & verifying Roles IN GMEP Issuer Security Officer QRC (IS-3)

– Deactivating User Access in GMEP 1.0 (IS-11)

– Deactivating User Access in GinnieNET (IS-12)

• Account Correlation Worksheet

• Account Correlation Worksheet Status by Issuer ID

http://www.ginniemae.gov/issuers/issuer_training/Documents/mod_outreach_overview_20161115.pdf
http://www.ginniemae.gov/issuers/issuer_training/Documents/so_ea_outreach_call_20161006.pdf
https://deloitteevents.webex.com/ec3100/eventcenter/recording/recordAction.do?theAction=poprecord&siteurl=deloitteevents&entappname=url3100&internalRecordTicket=4832534b00000002ec04a3a2dd6c5525faad5f8d11b9d8dcb5db9cd819cb7967a81f40c660a1050e&renewticket=0&isurlact=true&format=short&rnd=3244839795&RCID=f4135032df7246acae031efb146676bd&rID=14014907&needFilter=false&recordID=14014907&apiname=lsr.php&AT=pb&actappname=ec3100&&SP=EC&entactname=/nbrRecordingURL.do&actname=/eventcenter/frame/g.do
http://www.ginniemae.gov/issuers/issuer_training/Pages/qrcs.aspx
http://www.ginniemae.gov/issuers/issuer_training/Pages/modernization.aspx
http://www.ginniemae.gov/issuers/issuer_training/Pages/modernization.aspx


Question & Answer
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CONTACT INFORMATION

Physical Address
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425 3rd Street SW, Third Floor

Washington, DC 20024

Mailing Address

451 7th Street SW, Room B-133

Washington, DC 20410 

Phone: 202-708-1535

Hotline: 888-446-6434

Twitter

@GinnieMaeGov

Facebook

/ginniemae.gov


