L. How to Install and Authenticate Soft Token - Desktop
' Ginnie Mae RSA QUICK REFERENCE CARD

This Quick Reference Card (QRC) is for users who are installing their RSA SecurID Soft Token on their Desktop Computer.

HOW TO INSTALL YOUR SECURID SOFT
TOKEN ON YOUR DESKTOP

1. Receive an email from
donotreply access@ginniemae.gov with the subject
line New Ginnie Mae Soft Token, which contains
your token file. You may disregard the QR code as o
that is for mobile set-up only. You will receive an @ -==e=s >
additional email with the temporary password that will
be used to setup the token.

Note: You must choose whether you would like to
install your RSA SecurlD Soft Token on your
desktop or mobile device. You may only install it on
one device.

2. Double click to save the LastName-FirstName
(.sdtid) file. Save the .sdtid file to your desktop.
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7. Select Get. The download will begin.

8. Once the download is complete, select

Open.

Note: If your organization has security restrictions
that prohibit you from installing this program, you

must contact the IT Administrator at your
organization.

9. Inthe RSA Authenticator application, select

the plus (+) symbol.

10. Select the Import .SDTID File dial.

11. Select Choose File and select the .sdtid file

saved in Step 2 above.

12. Select Import.
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Additional RSA Soft Token Information Required for Setup
i i o norapfly@access.uatginnielvae.gov ©9 92| |@
13. Enter the temporary password provided in I .
the email from Hello Julissa 7 (1 Add Credential
. . . 5e ect a method for adding OTF credential details.
donotreply access@ginniemae.gov with the Bl s e w] +
. . .. setup. Please r
Subject line Additional Soft Token file and link to | 3 e s .
Information Required for Setup. Select uBSKNPV] Enter Imported File Password
OK &i:::re s The OTP Credential ACCT TESTING@Y AHOO.COM_
askginniemae(d 000412073033 .sdtid is password protected.
Enter the password to complete its import.
_:a':e | - a
RSA Authenticator — [m}
14. The RSA SecurlD Software Token app will e BArENES) &
import the Username-Software Token file and |®
prompt you for a PIN; DO NOT ENTER A +
PIN. Follow the steps in each section of ‘How &
to Complete SecurlD Soft Token 5
Authentication’ below.
2 Success
OTP Credential has been added.
o
MAC OS
LN ) 3
R aherencr O " RSA Authenticator (SecurlD)
. ) 7 Discover PA Susiness
3. Navigate to the App Store in your Launchpad Dock e no
and search “RSA Authenticator.” o
& vy s s o = o 9%
7 Develop
£8 Categories Manage Multiple Tokens
) Updates 7

4. Select Get. The download will begin.
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5. Select Open. B e RSA Authenticator (SecuriD)
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Note: If your organization has security restrictions . ‘ ' b R
that prohibit you from installing this program, you B8 Catgores Whats oW
must contact the IT Administrator at your Eilecess B i ot cho setos it T ke a4 st y s e
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6. Locate the .sdtid file saved in Step 2 and e
double'C“Ck the flle- It WI” automatlca”y ACCT.TESTING@YAHOO.COM_000412073033.sdtid Today, 5:00 PM 3KB Toke
open and import into the RSA desktop
application.
[EXT] Additional RSA Soft Token Information Required for Setup
. . noreply@access.uat ginniemae.gav @5 9> @
7. Enter the temporary password provided in o To
the email from el ieea T
donotreply _access@ginniemae.gov with the belont s the e
subject line Additional Soft Token ot E‘f’:‘s:“’"w"’d .
Information Required for Setup. Select — [Restvac iron sodc T e
Submit. S
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8. A Success box will appear. Select OK.

Cancel

ot

SecuriD

Success

Your SecurlD OTP credential has
been added

QUICK REFERENCE CARD: QRC-RSA:1.0
Last Updated 8/15/2024



mailto:donotreply_access@ginniemae.gov

How to Install and Authenticate Soft Token - Desktop

M GinnieMae

9. The RSA SecurlD Software Token app will
import the Username-Software Token file and
prompt you for a PIN; DO NOT ENTER A
PIN. Follow the steps in each section of ‘How
to Complete SecurlD Soft Token
Authentication’ below.

HOW TO COMPLETE SECURID SOFT
TOKEN AUTHENTICATION

1. Type https://token.ginniemae.gov into
your web browser to navigate to the
RSA Self-Service Console. Enter your
User ID (email address). Select OK.

CREATE A NEW PASSWORD

1. Select Password from the drop-down
menu as the Authentication Method.
Select Log On.

2. Enter your MyGinnieMae Password (the
password you use to login to
my.ginniemae.gov). Select Log On.

RSA QUICK REFERENCE CARD
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S SecurlD SELF-SERVICE CONSOLE

@ Home

Welcome to the RSA Self-Service Console where you can perform token mainten]

Log On

Log on with your corperate credentials to r tokens and
manage existing tokens.
ser a.tester: inniemae. cloy K

3 SecurlD SECURE LOGON

@r Log On

User ID: rsa.testerl@ginniemae.cloud

Authentication Method:

% SecurlD SECURE LOGON

LE- Log On

User ID: rsa.testerl@ginniemae.cloud

Authentication Method: Password

Password: [ ]
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3. The system may prompt you to change your
password. Enter the temporary password

as your Current Password. €3 SeourtD SECURE LOGON
!f Change Password
4. Create a new password and enter it in Yourpasimord has exred. You ar requre
New Password and Confirm New e
Password fields. o
5. Select OK. You will see a confirmation on
your screen once your password is
changed.

© 1954-2021 RSA Security Lic]

Note: To view password requirements, select the
“What is a valid password?” link on the screen.

CREATE A PIN

1. You will be directed to the Self-Service Console PR
home screen. Select the Create PIN hyperlink. Tokens - view SecurlD token deme

Generic Mobile Token View details, test, troulieshoot

Token Senal Number: 000422448509

PIN: C a SecurlD
Expires On: v“:“\,. olacem: ? )

Security Questions - set up

Not configured
Please set up your security questions and answers

2. You will be directed to a new screen to create L.
your 4-8 characters-long PIN. Confirm your | Reauired Field
. . . . . Create FIN
new pin. You will use this PIN in Step 3 in the

Enter and confirm your new PIN, Remember this PIN, It is required during each logon.

Create New PIN: * ‘
Your PIN must be between 4 and 8 characters long
R

‘Test Your Token’ section.

3. Select SAVE to return to the Self-Service Senfirm Hew PIt:
Console. Cencel

C& SecurlD SELF-SERVICE CONSOLE

TEST YOUR TOKEN 8 My Account
This page allows you to view your user profile and manage your authenticatars. Certain edits to
You can aiso use this page to request suthenticators and user group membership, and yiew

1. Inthe Self-Service Console, select the Test PP
hyperlink to authenticate your token. e

Generic Mobile Token
Token Senal Number

© 1954-2021 RSA Security LLC or i
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2. You will be directed to the Test Your Token
screen. Enter your User ID (email
address).

Note: Leave the web browser open as you
complete steps 3 - 4 in the RSA SecurlD Token

app.

3. From your desktop, open the RSA SecurlD
Token App. Enter the PIN that you created
in Step 2 in the “Create a PIN” section.
Select the Submit.

4. The Passcode will display. You will need
this for Step 5 below.

5. Return to the web browser and enter the
Passcode in the Self-Service Console.

6. Select Test to authenticate your token.

RSA QUICK REFERENCE CARD

% Test Your Token

* Required Field
Test your token
Run a test authentication with your User ID and token.

*
euser 1D: |rsa.testerl@mrmemae.clo.J‘

" |

Passcode:

Cancel Test

Microsoft Windows MAC OS

® SecurlD Authenticator

% SecurlD +
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Submit | o
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Submit
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& Test Your Token

* Required Field
Test your token

Run a test authentication with your User ID and token.

* |
User ID: ‘rsa.testerl@gmrwemae‘:\ou1

passcode: | | Io

Cancel
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7. You will be directed to a screen in your web

browser indicating that the authentication 2 SecurlD SELF-SERVICE CONSOLE

was successful. If your authentication was

not successful, redo steps 1-7 in the ‘Test "% _Successful Test Logon

Your Token’ section. If your authentication

is still unsuccessful, send an email to Mmoo s auciontit

askGinnieMae @hud.gov with the subject

line RSA SecurlD Authentication n

Unsuccessful. €
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