A How to Install and Authenticate Soft Token - Desktop
, GinnieMae RSA QUICK REFERENCE CARD

This Quick Reference Card (QRC) is for users who are installing their RSA SecurlD Soft Token on their Desktop
Computer.

Note: Users will be required to set up their token within 30 days of the Functional Role containing the RSA
SecurlD Soft Token. If users do not complete token setup within 30 days of provisioning, the token and corresponding
functional role will be revoked. If a user has contacted the Ginnie Mae Help Desk regarding token set up, revocation of the
token and functional role at the 30-day deadline will be prevented.

HOW TO INSTALL YOUR SECURID SOFT
TOKEN ON YOUR DESKTOP

1. Receive an email from_ _ _ _ New Ginnie Mae Soft Token o
donotreply access@ginniemae.gov with the subject PR —————

line New Ginnie Mae Soft Token, which contains ——
your token file. You may disregard the QR code as
that is for mobile set-up only. You will receive an
additional email with the temporary password that will
be used to setup the token.

and autheaticating your Soft Token cn a Desktop OR Mabie Device You cannot instal and

ofttoken, please reference the 7How 10 Use a Soft Token in MyGinnieMae? Quick
op-by-step instructions on how 1o use your soft token

Note: You must choose whether you would like to A
install your RSA SecurlD Soft Token on your B
desktop or mobile device. You may only install it on

one device. ° ) B i

2. Double click to save the LastName-FirstName
(.sdtid) file. Save the .sdtid file to your desktop.

ativespage on GinnieMae gov i you have any

Microsoft Store
-

Search work and web
Microsoft Store

+, Microsoft Store

Microsoft Windows [o)
£ microsoft store download
3. Navigate to the Start Menu on your £ microsofstore online
Microsoft Device. Seach “Microsoft Store” in £ microsoft store near me

the taskbar. £ microsoft store google app

£ microsoft store games
Deloitte (0365D) - Results

Recently visited
[ Microsoft Stream

4. Select Open to launch the Microsoft Store (3 Racordyour Scresn and Camers wkth
app.

o IR ; W

*  RSA Authenticator

B  Microsoft Store rsa authenticator °
| & : S
rsa authenticator
-4
5. In the Microsoft Store search “RSA
Authentl Cator” RSA RSA Authenticator
) = O 25 % ‘Apps | Utilities & tool
‘FZJ_B ‘F\\'; '\‘n'u nt 1\‘?\”4 ables u to ¢ ate th using
6. Select RSA Authenticator.
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(0] Scresmshots
7. Select Get. The download will begin. " o
Ré/\ e =
RSA Al{t.hlenlticatoro s : . -l
< @ Micosoft Stor rsa authenticator
8. Once the download is complete, select | A Screenshots
open- g Co—
R S /\ | T
G 1234 5678 »
Note: If your organization has security restrictions ) =
that prohibit you from msltalllmg this program, you . S
must contact the IT Administrator at your @ RSA Authenticator s
H 1 et RSA Security LLC
organization. - ! ——
< “ ° ¢ 9789 5463

9. Inthe RSA Authenticator application, select

the plus (+) symbol.

10. Select the Import .SDTID File dial.

11. Select Choose File and select the .sdtid file
saved in Step 2 above.

12. Select Import.

o~ Add Credential

I + Select amethod for adding OTF credential details.
& () Enter details :.\, Import SOTID File 0
& =
@
: Drag and drop file
? or

her!
Selected File

ACCT TESTINGEYAHOO.COM_000412073033 =cid

|
=0
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Additional RSA Soft Token Information Required for Setup

13. Enter the temporary password provided in
the email from
donotreply access@ginniemae.gov with the
subject line Additional Soft Token
Information Required for Setup. Select
OK.

14. The RSA SecurlD Software Token app will
import the Username-Software Token file and
prompt you for a PIN; DO NOT ENTER A
PIN. Follow the steps in each section of ‘How
to Complete SecurlD Soft Token
Authentication’ below.

MAC OS

3. Navigate to the App Store in your Launchpad Dock
and search “RSA Authenticator.”

4. Select Get. The download will begin.

° noreply@access.uat.ginniemae.gov O |||
. o Add Credential
Hello Julissa Tof
Select amethod for adding OTF credential details.
Below is the !eI +
setup. Please r
file and link to | §23 PR PP P e e PP e PP LACTPRLERPE LRI SO PP .
uBSKNTVY g Enter Imported File Password
For more infor:
Initiatives pagel ¥ The OTP Credential ACCT. TESTING@ Y AHOO.COM_
askginniemae(d 000412073033 sdtid is password protected.
Enter the password to complete its import.
=L
RSA Authenticator = (m}
000412073033 &/
| &
<4
&
@
2 Success
OTP Credential has been added.
&

Qs suthenticsior

7 Discover
o Arcade
# Creste
7 Work
' Play

2 Develop

RSA Authenticator (SecurlD)

15 4+ #54 = EN 6.2

Register your Token Manage Multiple Tokens
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Q maauthenticator @

5. Select Open.

RSA Auth

¥r Discover (i) g

Securld
ke o - )
£ Create

<7 Work

(SecuriD)

1.5 4+ #54 &) EN 6.2
& Play " Vears 010 iness ecur e
Z* Develop

Note: If your organization has security restrictions
that prohibit you from installing this program, you

A Categories What's New Version History

Added device password feature, This feature can be enabled or disabled on the

must contact the |IT Administrator at your S Upastes o App Hirouh confiourstion sektings Hist ile Wik can Be pushed 1 sk e
organization. e
Register your Token Manage Multiple Tokens
< Downloads =2 &® v (She Q
6. Locate the .sdtid file saved in Step 2 and -

ACCT.TESTING@YAHOO.COM_000412073033.sdtid

double-click the file. It will automatically
open and import into the RSA desktop

application.

[EXT] Additional RSA Soft Token Information Required for Setup

. o ©|-||#
o noreply@access.uat.ginniemae.gov il

Hello Julissa Tq

7. Enter the temporary password provided in
the email from
donotreply access@ginniemae.gov with the

Below is the tel

subject line Additional Soft Token
Information Required for Setup. Select
Submit.

setup. Please rf
file and link to

uB9-XN?V|

For more infor|

Password

Enter the password you
received from your IT Help
Desk.

Initiatives pagd

askginniemae(]

Cancel

e

8. A Success box will appear. Select OK. ——

Your SecurlD OTP credentlal has
been added

-0
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o (@) SecurlD Authenticator

\
9. The RSA SecurlD Software Token app will "% SecurlD -+
import the Username-Software Token file and
prompt you for a PIN; DO NOT ENTER A
PIN. Follow the steps in each section of ‘How
to Complete SecurlD Soft Token
Authentication’ below. o

x°
| of e‘\\.e ©

W
0o Submit

HOW TO COMPLETE SECURID SOFT

TOKEN AUTHENTICATION & SecurlD SELF-SERVICE CONSOLE
. . . {ﬁ Home
1. Type https://token.ginniemae.gov into elcome t e RSA Sel-Servie Consele where you can perform ke matnien)

your web browser to navigate to the
RSA Self-Service Console. Enter your
User ID (email address). Select OK.

Log On

Forgot your user ID? Contact your administrator.

est an account

CREATE A NEW PASSWORD 3 SecurlD SECURE LOGON

1. Select Password from the drop-down B Log On
menu as the Authentication Method.
Select Log On.

User ID: rsa.testerl@ginniemae.cloud

Authentication Method:

3 SecurlD SECURE LOGON

@. Log On
2. Enteryour MyGinnieMae Password (the
paSSWOI’d you use to Iogln tO User ID: rsa.testerl@ginniemae.cloud
myglnnlemaegov) Select Log on Authentication Method: Password

Password: [ ]

Cancel Q
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3. The system may prompt you to change your
password. Enter the temporary password
as your Current Password. O Sanet. seclm icack

_En Change Password

4. Create a new password and enter it in
New Password and Confirm New

. nge Password
Password fields. a ravort: (s
5. Select OK. You will see a confirmation on

your screen once your password is
changed.

password has expired, You are required to

© 19342021 RSA Security Lic]

Note: To view password requirements, select the
“What is a valid password?” link on the screen.

CREATEAPIN

1. You will be directed to the Self-Service Console

My Authenticators
home screen. Select the Create PIN hyperlink. Tokens - view SecurlD token demo
Generic Mobile Token hoot
Token Senial Number:
PIN: % SecurlD
Expires On: o)
Security Questions - set up
Not configured
Please set up your security questions and answers
2. You will be directed to a new screen to create = Crate PN
your 4-8 characters-long PIN. Confirm your " Reauied field
. . . . . Create PIN
new pin. You will use this PIN in Step 3 in the ,
. , . Enter and confirm your new PIN. Remember this PIN. It is required during each logon.
Test Your Token’ section. crevenewrm |
° Your PIN must be between 4 and 8 characters long
. :OH' m ew H ]
3. Select SAVE to return to the Self-Service e
Console. =

2 SecurlD SELF-SERVICE CONSOLE

TEST YOUR TOKEN

:, My Account

This page allows yo
You can also use th

ticators. Certain edits to y
bership, and view v

1. Inthe Self-Service Console, select the Test P
hyperlink to authenticate your token. e

Genaric Mobile Token
Token Sera! Number:

PIN:

11:29 PM EDT G SecurlD

Expires On

Security Questions

You've successfully setup your security questions. During logon you may be prompted to
answer those questions to verfy your identity.

© 1994-2021 RSA Security LLC or i
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2. You will be directed to the Test Your Token
screen. Enter your User ID (email
address).

Note: Leave the web browser open as you
complete steps 3 - 4 in the RSA SecurlD Token

app.

3. From your desktop, open the RSA SecurlD
Token App. Enter the PIN that you created
in Step 2 in the “Create a PIN” section.
Select the Submit.

4. The Passcode will display. You will need
this for Step 5 below.

5. Return to the web browser and enter the
Passcode in the Self-Service Console.

6. Select Test to authenticate your token.

How to Install and Authenticate Soft Token - Desktop

RSA QUICK REFERENCE CARD

E& Test Your Token

* Required Field
Test your token
Run a test authentication with your User ID and token.

1 . * M
odser = |fsa-testeq@gmmemae.mw‘

* "
| |

Passcode:

Cancel Test

Microsoft Windows MAC OS

] SecurlD Authenticator

% securlD +
|
Submit | °

000412073033 &

Submit

SecurlD OTP Credential 1 (O] Tokencode-style =

G 1234 5678 »
W ' 4854 3804"!

% Test Your Token

* Required Field

Test your token

Run a test authentication with your User ID and token.

N —
User ID: |rsa.testerl@gmmemae.:@u‘
Passcode: [seesese o |°

Cancel

QUICK REFERENCE CARD: QRC-RSA:1.0
Last Updated 02/14/2026



A How to Install and Authenticate Soft Token - Desktop
’ GinnieMae RSA QUICK REFERENCE CARD

7. You will be directed to a screen in your web

browser indicating that the authentication % SecurlD SELF-SERVICE CONSOLE

was successful. If your authentication was

not successful, redo steps 1-7 in the ‘Test " Successful Test Logon

Your Token’ section. If your authentication

is still unsuccessful, send an email to Mt bentcnton s et
askGinnieMae@hud.gov with the subject

line RSA SecurlD Authentication n

Unsuccessful. =4
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