How to Install and Authenticate Soft Token - Mobile
RSA QUICK REFERENCE CARD

M GinnieMae

This Quick Reference Card is for users who are installing their RSA SecurlD Soft Token on their mobile device. We
recommend installing with the QR code. If you are unable to install using a QR code, please begin with the Installing from

Token File section at the end of this QRC.

Note: Users will be required to set up their token within 30 days of the Functional Role containing the RSA
SecurlD Soft Token. If users do not complete token setup within 30 days of provisioning, the token and corresponding
functional role will be revoked. If a user has contacted the Ginnie Mae Help Desk regarding token set up, revocation of the
token and functional role at the 30-day deadline will be prevented.

1. On your mobile device, install the RSA SecurlD
Software Token (SecurlD app) from the App Store or
Google Play Store.

Note: To ensure you are downloading the correct app, please
confirm that the app icon matches the screenshot

Note: RSA is updating the mobile application logo at the
beginning of 2024. Depending on when you install, the logo
may appear different.

2. Open the app once it has been successfully installed.
You will be prompted to scan a QR code to download
the token.

3. Using a separate device, retrieve the email from
donotreply access@ginniemae.gov with the subject
New Ginnie Mae Soft Token containing your QR code
Jpg file.

4. Open the QR code file. Scan the QR code with your
mobile device from within the application.
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5. For the password, enter the temporary password 10S Android
provided in the email from e e °
donotreply access@ginniemae.gov with the subject €3 Securld + B swun +

line Additional Soft Token Information Required for
Setup. Select Submit.

password
ter the password you recewved for =
Enter the pascword you recenved from
e p sk, bt your IT Help Desi.

6. The SecurlD app will import the Username-Software
Token file and prompt you for a PIN; DO NOT ENTER
A PIN. Follow the steps on How to Complete SecurlD
Soft Token Authentication.

HOW TO COMPLETE SECURID SOFT TOKEN

AUTHENTICATION 3 SecurlD SELF-SERVICE CONSOLE
o . ® Home
1 . Type httpS//tOKen qlnnlemaeqov Into your Web ‘Welcome to the RSA Self-Service Conssle where you can perform token maintens

browser to navigate to the RSA Self-Service Console.
Enter your User ID (email address). Select OK.

Log On

Log on with your corporate credentials to request new tokens and
manage existing tokens.

Forgat your user ID? Contact your administrator.

Do you need an account?
Request an account
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Creating a New Password

2. Select Password from the drop-down menu as the
Authentication Method. Select Log On.

3. Enter your MyGinnieMae Password (the password you
use to login to my.ginniemae.gov). Select Log on.

4. The system may prompt you to change your password.
Enter the temporary password as your Current
Password.

5. Create a new password and enter it in New Password

and Confirm New Password field. Select OK. You will
see a confirmation on your screen once your password
is changed.

Note: To view password requirements, select the “What is a
valid password?” link on the screen.

6. You will be directed to the Self-Service Console home
screen. Select the Create PIN hyperlink.

7. You will be directed to a new screen to create your 4-8
characters-long PIN. You will use this in Step 11 to
authenticate your token.

8. Select OK to return to the Self-Service Console.

RSA QUICK REFERENCE CARD

% SecurlD SECURE LOGON

;l- Log On

User ID: rsa.tester1@ginniemae.cloud

Authentication Method: .

Cance Log On

3 SecurlD  SECURE LOGON

w} Log On

User ID: rsa.testerl@ginniemae.cloud

Authentication Method: Password

Password: [ l

73 SecurlD SECURE LOGON

H- Change Password

© 19342021 RSA Security Lic]

Authenticators

SecurlD token demo

View details, test, troubleshoot
000422448509

PIN

00:00 PM EDT
nent

Generic Mobile Token

Token Serial Number:
PIN:

% SecurlD

none Cri
Mar 30,

request ri

Expires On:

Security Questions - set up

Not configured
Please set up your security questions and answers

s« PIN Created

The system created your new RSA SecurlD PIN. Remember this PIN, it will not display again.
Your New PIN
o New PIN: 408867
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Testing Your Token oe SecurlD SELF-SERVICE CONSOLE
. . & My Account
9. Inthe Self-Service Console, select the test hyperlink to T T s

authenticate your token.

My Authenticators
Tokens s

& SecurlD

ecurity questions. During logon you may be prompted to

£ 1994-2021 RSA Security LLC or 4

10. You will be directed to the Test Your Token screen. e& Test Your Token

Enter your User ID (email address).
* Required Field

Test your token

Run a test authentication with your User ID and token.

Note: Leave the web browser open as you complete steps 11-

12 in the RSA SecurlD Token app. User 1D: ! [rsa.tester1@ginniemae.clou|
Passcode: ¥ | ‘
Cancel Test
1. From your mobile device, open the SecurlD app. Enter 0 3 SecurlD +

the PIN that you created in Step 7. Select Submit. This

will display an 8-digit passcode. "
o

Submit

0 & SecurlD +

Gy 44262142 »

12. Return to the web browser and enter the 8-digit .
Passcode in the Self-Service Console. Select Test to % Test Your Token
authenticate your token. * Required Field

Test your token

Run a test authentication with your User ID and token.

*
User ID: ‘rsa.testerl@gmmemae.ciou‘

Passcode: | | |

Cancel
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13. You will be directed to a screen in your web browser

indicating that the authentication was successful. If your & SecurlD SELF-SERVICE CONSOLE

authentication was not successful, redo steps 11-13. If ®m Successful Test Logan
you authentication is still unsuccessful, send an email to
askginniemae@hud.gov with the subject line RSA T ]
SecurlD Authentication Unsuccessful.
[ ox |
®
10S Android
1. On your mobile device, install the RSA SecurlD oh Q‘ RSA SecurlD Software
Software Token (SecurlD app) from the App Store or e Seeurt®
& scowic  JOKEN
Google Play Store. SecurlD RSA Sacurity
D )
Note: To ensure you are downloading the correct app, . ", or @ tinll pevotonds Eveyere ©
please confirm that the app icon matches the screenshot. o ou
What's New Version Hislory
2. Open the app once it has been successfully installed. ‘.fs‘m’f';::‘;im :p L:i; .:“
Disregard the prompt to scan a QR code to download
the token. 10S Android
°ﬂ rsa.testerd @ginniemae.cloud_000...
3. From the same mobile device, open the email from ® | &
donotreply access@ginniemae.gov with the subject (3 Sl Lﬁ D
New Ginnie Mae Soft Token containing your token e p— ™
file. Select the Username-Software Token (.zip) file. copy 5 || W & » & VA
4. Select the Authenticator (SecurlD app) to open the e =
file. The SecurlD app will open and prompt you for a
password. ° 10S o Android
s & SecurlD -

5. For the password, enter the temporary password
provided in the email from
donotreply access@ginniemae.gov with the subject
line Additional Soft Token Information Required for R e il et
Setup. Select Submit. B

Password
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6. The SecurlD app will import the Username-Software 2 SecurlD +
Token file and prompt you for a PIN; DO NOT ENTER
A PIN. Follow the steps in this QRC on How to
Complete SecurlD Soft Token Authentication.

scadmin

Submit
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