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1 INTRODUCTION

This manual is written for Organization Administrators (Org Admins) in the MyGinnieMae portal. You should use this
manual for instructions on how to use the Access Management Console (AMC) in MyGinnieMae. Organization
Administrators, formerly known as Security Officers and Enrollment Administrators, are privileged users who control
system access, assign Functional Roles, and perform other user management activities. As a privileged user,
Organization Administrators are responsible for ensuring that End Users in your organization are provided the
appropriate level of access for their business role with Ginnie Mae.

The purpose of this document is to familiarize you with the Access Management Console (AMC) which hosts the
functionality relevant to your role. Organization Administrators would have previously performed the Security Officer
role in GMEP 1.0 or the Enrollment Administrator role in GinnieNET. For information common to all users of the portal,
not specific to the Access Management Console (AMC), refer to the MyGinnieMae Getting Started User Manual.

Ginnie Mae is modernizing its Securitization Platform technology, processes, and related policies in response to the
growing need for increased transparency and improved service delivery to its Issuers and Investors. MyGinnieMae will
eventually replace the Ginnie Mae Enterprise Portal—more commonly known as GMEP 1.0—and will serve as a primary
platform for extending information technology capabilities to the Ginnie Mae community. MyGinnieMae delivers features
that specifically address the business constraints, security concerns, and compliance issues that hinder GMEP 1.0 today.

MyGinnieMae provides security controls that adhere to the Federal Information Security Management Act of 2002 (FISMA)
and Federal Identity, Credential, and Access Management (FICAM) implementation guidance. It serves as the centralized
security control for Ginnie Mae portals and applications, as well as providing identity management for its users. It also
provides users with an industry-standard secure method for access to client portals and integrated applications.

The MyGinnieMae Portal includes multi-factor authentication to improve security and reduce identity administration costs.
It will also connect to applications as defined in the application prioritization briefing to include enabling federated Single
Sign-On to GMEP 1.0 and GinnieNET.

Among the benefits provided by the portal to Ginnie Mae stakeholders are:

e Improved cyber security operations by reduced reliance on basic username and password, thus aligning more
closely to Federal Identity, Credentials, and Access Management (FICAM) and The National Institute of Standards
and Technology (NIST) compliant Single Sign-On and multi-factor authentication schemes.

e Reduced technology operational expenses by a fully automated new user registration process and user self-
service capabilities like password reset, application access requests, and delegated account administration.

e Improved technology governance and compliance capabilities such as automated role management,
Segregation of Duties (SoD) monitoring, and centralized audit reports.

1.1 Application Overview

1.1.1 Access Management Console

The MyGinnieMae Access Management Console (AMC) is an application in MyGinnieMae used by Organization
Administrators to register new MyGinnieMae users, to grant access to modernized business applications (for example,
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the Multifamily Pool Delivery Module (MFPDM)) as well as legacy business applications (that is, GMEP 1.0 and
GinnieNET), and to manage existing Portal user accounts. Security Officers and Enrollment Administrators in legacy
systems, become privileged users known as Organization Administrators and utilize the AMC to manage the users within
their organization.

Organization Administrators will send a registration invitation, approve user registration, initiate, and approve access
requests, manage user information within the permitted organization, and perform additional responsibilities as identified
by Ginnie Mae.

1.2 Security Protocols

Refer to Section 1.2: Security Protocols of the MyGinnieMae Portal Getting Started Manual for descriptions of several

security features in MyGinnieMae including Multifactor Authentication, Single Sign-On, SecurlD Token, Automatic Logout
and more.

1.3 Authorized Use/Permission

Refer to Section 1.3: Authorized Use/Permission of the MyGinnieMae Portal Getting Started Manual for descriptions of

MyGinnieMae User Types, including Operations Administrator, Organization Administrator, and End User.

2 SYSTEM PREREQUISITES

Before being granted access to the MyGinnieMae Portal, the user must complete the registration process. Organization
Administrators facilitate the registration and access provisioning process within each organization.

Refer to Section 2: System Prerequisites of the MyGinnieMae Portal Getting Started Manual for information on web
browser compatibility and descriptions of each MyGinnieMae Functional Role.

3 GETTING STARTED

The following sections detail common actions taken to access and exit the Management Console (AMC). This information
will be helpful to set up your email account to help segregate important messages about your individual account from Org
Admin Group notifications.

3.1 Logging into MyGinnieMae

Refer to the Logging into MyGinnieMae & Accessing Business Applications QRC for step-by-step instructions on how to

log into the portal or the Section on Logging into MyGinnieMae in the MyGinnieMae Portal Getting Started Manual.
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3.2 Navigating to the Access Management Console
The Access Management Console (AMC) is the user interface to manage user accounts and retrieve system audit reports

for your organization. To navigate to the AMC:

1. From the Global Header of any page,
a. Select Tools
b. Select Access Management Console

£& Communities v I 1| Tools v I % Knowledge Center

Applications Bookmarks

Other Applications AllRegs Bloomberg
GEMS eMBS FHA Website
IRD Fitchratings MBA

PDD Validation Tool
Access Management Console

Figure 3.1 Tools Drop-Down Menu

2. Select Yes when prompted to open the AMC within this existing MyGinnieMae Portal window.

Warning

You are about to open the Access Management Console within this existing

MyGinnieMae Portal window. Would you like to continue?

Figure 3.2 Portal Warning

3. The system will open the AMC in a new browser window.

' GinnieMae # Home @ Links ~ @ amc.orgadmin@bank.com =

ment Console

@ 0Qf @ | ¢ § (3

New User Access Pending User
Registration Request Approvals Management

Figure 3.3 AMC Landing Page — Organization Administrator
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3.3 Exiting the Access Management Console

When exiting the Access Management Console (AMC) you may choose to return to My Dashboard in the MyGinnieMae
portal to continue working in Ginnie Mae business applications or to leave the portal completely. Below are instructions
and implications for each method of leaving the AMC.

3.3.1 Exiting AMC and Returning to MyGinnieMae

1. To exit the Access Management Console and navigate back to My Dashboard in the portal.

v

a. Select down arrow beside Links on the toolbar at the top of the page.

b. Select MyGinnieMae Portal

GinnieMae

# Home Q@ Links - @ amc.orgadmin@bank.com ~

@ MyGinnieMae Portal
Ll Security Reports

ment Console

@1 & ¢ § &

New User Access Pending User
Registration Request Approvals Management

Figure 3.4 Return to MyGinnieMae Portal

3.3.2 Exiting AMC and MyGinnieMae

You may simultaneously exit the AMC and the MyGinnieMae portal by following the instructions the following
instructions:

NOTE: If you have any legacy system sessions open in other windows those sessions must be exited separately to
securely end all portal activity.
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1. To exit the Access Management Console, simultaneously closing the Portal session,

a. Select the down arrow ~ beside the username on the toolbar at the top of the page
b. Select Sign out

' GlnnleMae“ . #Home @Links ~ @ touhid.ali317j@ginnienet.com v

» Change Password
G+ Sign out

ment Console

® &}

New User Pending User
Registration Approvals Management

Figure 3.5 Exit Access Management Console

NOTE: Upon signing out of the AMC, the portal session is terminated. To return, you will need to follow the login steps in
the Logging into MyGinnieMae & Accessing Business Applications QRC.

3.4  Outlook Rules for Email Notifications

During the onboarding of End Users, you will receive several email notifications for each user. The steps below provide
guidance on how to setup the Microsoft Outlook rule for segregation of notifications generated to the Org Admin Group
versus messages regarding you will receive about your own individual MyGinnieMae account. It is recommended to do
this before you begin onboarding End Users to ensure registration and access notifications for those actions are easily
managed and important notifications about your own user account access are not missed.

3.4.1 Outlook Rule for Organization Administrator Group Notifications

Each Organization Administrator will receive several notifications relating to registration and access workflow items for
each End User in your organization. If you would like to automatically move those notifications from your Microsoft
Outlook Inbox to a designated folder, the following criteria will assist. For detailed instructions on creating a Rule in

Microsoft Outlook visit Microsoft Office Support at https://support.microsoft.com/en-us and search “Manage email
messages by using rules”.

Criteria:

From: donotreply_access@ginniemae.gov

Subject contains

"Action Required: User Registration Request for Approval"
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"Action Required: Access Request for Approval"
"New Functional Role Assignment"
"Action Required: RSA Token Role Assignment"

Target folder: Any user defined outlook folder. In the screenshot provided below, OrgAdminNotification is the user defined

folder.

This rule will mark all the notifications for the following actions:

e New user registration approval

e Access request approval

¢ New functional role assignment notification
o RSA token role assignment notification

The MS Outlook rule description can be seen in the figure below:

Rule description (click an underlined value to edit):

de’ or 'Welcome to MyGinnieMae Registration’ or 'Welcome to the MyGinnieMae Porté"l"-étn the subject

< >

|:| Enable rules on all messages downloaded from RSS Feeds

Rule description (click an underlined value to edit):

Apply this rule after the message arrives
from donotreply access@ginniemae.gov
and withi MyGinnieMae Password Change Confirmation’ or ‘Password Expired’ or 'Password Expiry' o
move it to the MyMotification folder
and stop processing more rules

<

I:l Enable rules on all messages downloaded from RSS Feeds

Figure 3.6 Outlook Rule for Individual Account Notifications
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3.4.2 Change Password via the AMC

If you would like to change your login password using the Access Management Console (AMC), you can do this from
the AMC Landing Page, rather than navigating back to the MyGinnieMae landing page. To change the login password

from the AMC Landing Page, you should follow these steps:

1. Select the down arrow ~ next to your username in the corner of the screen to display the menu.

' GinnieMae #Home @Links ~ @ cmenichols@deloitte.com ~

C» Change Password

C* Sign out

ment Console

) (&}

New User Access Pending User
Registration Request Approvals Management

Figure 3.7 AMC Dropdown Menu

2. Select Change Password.
3. The system redirects to the Change Password screen.

a. Enter the Current Password

b. Enter the New Password (Must comply with the Password Policy)
c. Confirm New Password

d. Select Submit.

Change Password

Password Policy
. F ord must not nger than 20 character(s)

Current Password: susssssass

New Password: ..

Confirm New Password: [sssssessd
[

Figure 3.8 AMC Change Password Screen (Filled-In)

4. A message will display confirming the password change was successful. You can then select “Return to Portal” to

proceed.
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Successful Password Change

Your password change was successful.
Click OK to be redirected to MyGinnieMae Portal

Figure 3.9 Password Change Successful Message

NOTE: If you enter the incorrect current password, you will receive an “At least one of the provided passwords failed
validation” error message.

At least one of the provided password failed validation.

Figure 3.10 Password Failed Validation Error Message

4 USING THE APPLICATION

The following sections detail common actions you take, as an Organization Administrator, in the Access Management
Console (AMC) application to onboard new users, request functional roles, and manage existing user accounts. The
complete Onboarding Workflow automates the user account registration and access request provisioning processes and
provides an audit history of user access.

4.1 Onboarding End Users - Registration & Access Workflow

As an Organization Administrator, you are responsible for providing access to Ginnie Mae business systems via
MyGinnieMae for End Users within your organization. This is done through an automated Onboarding Workflow in the
Access Management Console (AMC). This section contains instructions on how to request and approve new user
registration and assign access via functional role assignments.

NOTE: Separation of duties within the Registration and Access Workflows do not allow you to initiate a registration and
approve that same registration or request a Functional Role access assignment and approve that same access request.
A minimum of two Organization Administrators is therefore required. From an operational perspective, it is
recommended that an organization have at least three Organization Administrators.
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REGISTRATION ACCESS

Requesting
Org Admin i A A Welcome Email and
User Completes — New Functional
et B Submit Form Role Email Sent to
SEVEARENY Registration Form it End U
nd User
Org Admin #1 Org Admin #2 Org Admin #2

Org Admin Group Org Admin Group
and End User Receive and End User Receive
Lege n d Email Notification of Email Notification of
Rejection Rejection

0 System Generated Audit Report

ey
(&) System Triggered Notification

Figure 4.1 MyGinnieMae Onboarding Workflow

4.1.1 New User Registration

To create a new MyGinnieMae user account, initiate the Registration Workflow by sending an email invitation to the End

User using the following steps:

1. Follow the instructions for Logging into MyGinnieMae.

2. Navigate to the Access Management Console.

3. Select New User Registration tile.

# Home Q@ Links ~ @ amc orgadmin@bank com ~

ment Console

@ ® 4

New User Access Pending
Registration Request Approvals Management

Figure 4.2 Access Management Console Landing Page

4. The system opens the New User Registration interface in a new window.
a. Select Applications from the menu on the left
b. Select User Registration to open the User Invitation form in a new window.
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| ¥ GinnieMae

Business Process Workspace Tasks
I

Views * 2% | sowes
.

Links & Title

Case

v

Me & My Groug

Number Creator

More w

All v

v

Assigned

rgAdmin m Preferences Help Logout

EF v

Priority Process

C]

Others

2018226

Sep 14,2018 2:24

Sep 14,2018 224

Please select a task to see the details

Figure 4.3 New User Registration Interface

NOTE: Web browser pop-up blockers must be disabled in order for the User Request form to open. See Disable Pop Up
Blocker.

5. Complete the following fields in the User Request Form:

o Title

e First Name (alphabetic, hyphen, or underscore only)

e Middle Name (optional, alphabetic, hyphen, or underscore only)

e Last Name (alphabetic, hyphen, or underscore only)

e Job Title (do not enter a job title greater than 30 characters)

e Org ID dropdown (Org Admins will only see Org IDs for which they have been assigned the privileged role to perform user
access and management functions)

e Email (use only lower-case characters to register; not mixed or upper case). The email domain is validated against a
whitelist of valid domains based on organizations with which Ginnie Mae works. If domain changes are needed for an
organization, contact Ginnie Mae Customer Support.

NOTE: The Org ID selected should be the Home Org which employs that user. Users may be provided access to conduct
business under additional Org IDs through the steps in Request for Functional Role.

6. Select Submit.
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User Request I Submit IActlonSv
3 Details'@

Contents

*Title Mr v
* Job Title Tester

*OrgId AMC BANK SF - I5_5602 ¥

* First Name John

Middle Name E z
* Email john.e.jones@bank.com
* Last Name Jones

History
Comments Attachments % 4
No data to display Name Updated By Date Updated

No data to display

Figure 4.4 User Request Invitation Form

NOTE: It is not necessary to attach any files to this form. Attached files are not communicated in any way to the End
User or other Organization Administrators.

7. After submission, the User Invitation Form closes automatically. An email is automatically sent with a unique URL
to the End User to complete their registration within 24 hours.

GinnieMae AMC OrgAdmin sl
' Business Process Workspace Tasks Case ProcessTracking = Standard Dashboards ~ More v ; m Preferences || Heip || Logout .
m Applications + 7 Actions v 0w  Me&MyGroupAll v  Assigned v B kv ')

-
Links s Title Number Creator Assigned Priority Process
5| Approval for User Creation Smith, Mary J (163934) 247990 Sep 14, 2018 4:06 3v
Inbox
E User Registration 248017 OrgAdminTwo, Sep 14,2018 3.00 3 User Registration
| My Tasks (33) 2 & i
5| User Registration 248013 Newton, Erica Sep14.20182:28... 3 User Registration
Initiated Tasks 5] User Registration 248012  OrgAdminOne, Sep 14, 2018 2.26 3
Administrative Tasks B User Registration 248009  OrgAdminOne, Sep14,2018224... 3
2 User Registration 248008  OrgAdminOne, Sep14,2018224... 3
Views =
5] User Registration 247950 ADCBGBNOrg ... Sep13.2018546.. 3 User Registration
Due Soon ;
High Priority Please select a task to see the details

Manual Provisioning
Past Day

Past Week

Past Month

Past Quarter

New Tasks

Pending Approvals

Figure 4.5 New User Registration Interface

8. If sending additional invitations, repeat steps 4 through 6. If not, close the New User Registration interface.

After the End User completes registration, a second Organization Administrator reviews and approves the request (See
Approve a New User Registration).
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4.1.2 Approve a New User Registration

Once an End User has completed and submitted the User Registration Form, all the Organization Administrator for the
End User's Org ID, except the one who sent the Registration Invitation to that End User, will be notified via email to
approve the User Registration request. The following steps describe how to approve those requests.

Action Required: User Registration Request for Approval Yahoo/Inbox
n donotreply@accessuat.ginniemae.gov = Q Sepl4at444 PM
. To: amc.opstester@yahoo.com

A MyGinnieMae New User Registration request has been submitted for Jones, John E. Please log in to the Access
Management Console through the|MyGinnieMae Portal|to review and approve/reject the request.

@ @« o ..

Figure 4.6 User Registration Approval Request Notification Email
NOTE: Selecting the hyperlink in the email notification will navigate directly to the MyGinnieMae Login Page.

1. Follow the instructions for Logging into MyGinnieMae.

2. Navigate to the Access Management Console.

3. Select Pending Approvals tile.

NOTE: When the Pending Approvals module is loading, the system displays a loading bar at the top of the page to indicate
the progress. Once the Pending Approvals have loaded, the system automatically expands any sections with a Pending

Approval.

# Home @ Links ~ @ amc.orgadmin@bank com ~

ment Console

4

New User Access Pending User
Registration Request Approvals Management

Figure 4.7 Access Management Console Landing Page

4. Review the table under the “User Registration Approval” accordion which displays the list of available registration
requests awaiting approval.
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Pending Approvals

Please select the desired task from the list of pending approvals below.

w User Registration Approval

Q | Search..

» Access Request Approval

Pending Approvals Review

'GinnieMae . A Home Q@ Links ~ @ amcorgadmin@bankcom  ~

REQUEST TITLE & EMAIL ADDRESS = | ORGANIZATION = m CREATED DATE

Approval for User Creation  john.e.jones@bank.com AMC BANK SF - IS_5602 AMC.ORGADMIN2@BANK.COM  Fri Sep 14 16:44:29
Jones, John E (165926) EDT 2018
Approval for User Creation mary.j.smith@bank.com AMC BANK SF - IS_5602 AMC.ORGADMIN2@BANK.COM Fri Sep 14 16:06:11
Smith, Mary J (163934) EDT 2018

Figure 4.8 Pending Approvals — User Registration Approval

5. Select Request Title hyperlink for the desired End User to begin the approval of the registration request.

'GinnieMae g # Home Q@ Links ~ @ amcorgadmin@bank.com

Pending Approvals

Please select the desired task from the list of pending approvals below.

~ User Registration Approval

Q | Search
REQUEST TITLE 2 EMAIL ADDRESS 2 ORGANIZATION 2 ‘ REQUESTER 2 ‘ CREATED DATE

Smith, Mary J (163934) EDT 2018

» Access Request Approval

Pending Approvals Review

Approval for User Creation | john.e.jones@bank.com AMC BANK SF - IS_5602 AMC.ORGADMIN2@BANK.COM Fri Sep 14 16:44:29
Jones, John E (165926) EDT 2018

Approval for User Creation mary.j.smith@bank.com AMC BANK SF - IS_5602 AMC.ORGADMIN2@BANK.COM Fri Sep 14 16:06:11

Back

Figure 4.9 Request Title Hyperlink

NOTE: If there are multiple registration requests for the same user email, only one of these requests should be approved.

The remaining should be rejected. Follow the steps in Reject a New User Reqistration.

6. Review the user approval details for accuracy. If the details are correct, select Approve Registration.
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NOTE: Some User Registration fields are not editable for the approving Organization Administrator. If there are any errors

or incorrect information in the request, follow the steps to reject the request in Reject a New User Registration. Then work

with the requesting Organization Administrator and the affected End User to submit a new registration beginning with the

steps in New User Registration.

& GinnieMae

New Registration Approval
Please review the user detalls and confirm the request being submitted
Display Name:
Jones, John E

Middle Name:

E

Email Address:

john.e jones@bank com

Department Name (Ginnie Mae):

Job Title:

Tester

Telephone Extension:

RSA Token?

Yes

First Name:
John
Last Name:
Jones
Organization:
AMC BANK SF - IS_5602
User Login:
john.e jones@bank com
Telephone Number:
(757)771-3333

Mobile Phone:

RSA Token Serial Number:

232323244

#Home @Links» (@ amcorgadmingbank o
|

Figure 4.10 User Approval Details

7. The system displays the Confirm Registration Approval dialog box. Select Confirm to approve the request.

Confirm Registration Approval

Are you sure you want to approve user registration for: Jones, John E?

Cancel

Figure 4.11 Confirm Registration Approval Dialog Box
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The system submits the approval task and reopens the “Pending Approvals” screen, displaying the “User registration
request #XXXXXX approved successfully” green notification ribbon.

NOTE: If the request has not been processed successfully, attempt to approve the access again. If the error persists,
see Help Desk.

'GinnieMae # Home @ Links ~ @ amcorgadmin@bank.com ~

User registration request #165926 approved successfully

Pending Approvals

Please select the desired task from the list of pending approvals below.

~ User Registration Approval

Q  Search
FeueeT s« el Aooress -« oroaNzATN ReaueRs —cneameooare

Approval for User Creation = mary.j.smith@bank.com AMC BANK SF - IS_5602 AMC.ORGADMIN2@BANK.COM Fri Sep 14 16:06:11
Smith, Mary J (163934) EDT 2018

» Access Request Approval

Figure 4.12 User Registration Approval Notification Ribbon

8. Itis strongly recommended that the approving Organization Administrator immediately proceed to the access
request as detailed in Section: Request Functional Role.

4.1.3 Reject a New User Registration

In the event that there is a problem or error with a registration request, you should reject the user registration request
within the Access Management Console using the follow steps.

Follow the instructions for Logging into MyGinnieMae.

Navigate to the Access Management Console.

1
2
3. Select Pending Approvals tile.
4

Review the table under the “User Registration Approval” accordion ~ which displays the list of available
registration requests awaiting approval.

o

Select Request Title hyperlink for the desired End User.
Select Reject Registration.
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M GinnieMae

New Registration Approval
Please review the user details and confirm the request being submitted
Registration Request Details
Display Name:
Erickson, Katherine A

Middle Name:
A

Email Address:
katherine.a.erickson@bank.com

Department Name (Ginnie Mae):

Job Title:

Tester

Telephone Extension:

RSA Token?

Yes

First Name:

Katherine

Last Name:

Erickson

Organization:
AMC BANK SF - IS_5602

User Login:

katherine.a.erickson@bank com

Telephone Number:
(567)890-0987

Mobile Phone:
(234)567-8865

RSA Token Serial Number:

232323244

Review

Q Links ~ @ amcorgadmin@bankcom

Reject Registration Approve Registration

Figure 4.13 User Rejection Details

e User No Longer with Organization

e Do Not Recognize User

e User already has an existing account
e |nvitation sent to incorrect email address

7. The system displays a Confirmation Registration Reject dialog box for the rejection justification reason. This
required field has the following options:

e Other — Please Explain (the Justification Description will be required)
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Confirm Registration Reject

Are you sure you want to reject the registration for: Erickson, Katherine A?

Required: Select a justification reason v

Required: Select a justification reason
User No Longer with Organization
Do Not Recognize User
Cancel
User already has an existing account

Invitation sent to incorrect email address

Other - Please Explain

Figure 4.14 Rejection Justification Reason Drop Down

8. Choose the Justification Reason
a. Ifrequired, enter a Justification Description.
b. Select Confirm to send the rejection to the system.

Confirm Registration Reject

Are you sure you want to reject the registration for: Erickson, Katherine A?

User No Longer with Organization v

1 description here

Figure 4.15 New User Registration Rejection

9. After rejection is complete, the system notifies the Org Admin Group with the following email message.

Rejection Notification: Access Request for Erickson, Katherine A (159188)

~ 4 B 4 = an

- Py® 9
. To: AMC TESTER@YAHOO.COM

The MyGinnieMae access request for Erickson, Katherine A (1551383) has been rejected for the following reason
nger with Organizat

If & new user request Is required, please 10g In 10 the Access Management Console through the MyGinnieMae Portal 10 submit a new User
Registration invitation.

Figure 4.16 User Registration Rejection Notification
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4.1.4 Request Functional Role

An Organization Administrator can submit a functional role access request for an End User using one of two tiles in the
AMC, 1) Access Management Tile or 2) User Management Tile. The following instructions will guide you on using either
method. These instructions may be followed for both new users and to add additional Functional Roles to an active
existing user account.

NOTE: An Organization Administrator may not participate in an access request for their own account. If you require
Functional Role(s) to complete business processes, this access request must be completed by other members of the
Organization Administrator group.

(1) Request Function Role from Access Management Tile

To request access through the Access Management tile:

1. Follow the instructions for Logging into MyGinnieMae.

2. Navigate to the Access Management Console.
3. Select Access Request tile.

# Home @ Links ~ @ amc.orgadmin@bank.com ~

ment Console

4 a}

New User Access Pending User
Registration Request Approvals Management

Figure 4.17 Access Management Console Landing Page

4. The system displays a table which contains the list of all registered users within the organization(s) the Org Admin
manages. From the table,
a. Select the hyperlink for the Display Name of the End User needing a Functional Role.
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M Ginnie Mae

@ Home Q@ Links ~ @ amcorgadmin@bank.com  ~

Access Request

Please select the desired user from the list of available users below. m

Q | search

T [

DISPLAY NAME =

Jones, John E john.e.jones@bank.com AMC BANK SF - IS_5602
OrgAdminTwo, AMC amc.orgadmin2@bank.com AMC BANK SF - IS_5602
smith, john danchan109@ginnienet.com AMC BANK SF - IS_5602

Figure 4.18 Request Access for Others Search

NOTE: Users are listed in alphabetical order by Last Name. The table can be sorted or searched across any of the
fields—Display Name, Email, or Home Organization.

5. If you only have one Org Key, you will be sent directly to the list of Functional Roles (Step 6). you have multiple Org
Keys, follow these steps:

a. Select the box next to each organization for which the Functional Role(s), to be selected, will apply.
b. Select Assignh Roles.

M GinnieMae

Access Request

Plaase select the desired Org Keys for Jones, John E - AMC BANK SF - 1S_5602 from the list of available Org Keys below E

Q
O | ORGANIZATION -
AMC BANK SF - IS_5602

MGM BANK MF - I1S_5603

Assign Roles

Figure 4.19 Select Organization Key(s)

6. The system displays a list of Functional Roles available for the selected Home Organization.
a. Select the checkbox next to each Functional Role(s) to be requested for the user
b. Select Assign Roles to confirm the selections.

NOTE: The system maps the available Functional Roles to the Organization Type (Issuer, Document Custodian,
Depositor, etc.) and Program Eligibility (for example, if the Organization is an Issuer and eligible for Single-Family, the
system displays Single-Family Issuer Functional Roles).

If the Functional Role has already been requested for the user, it will not be displayed in the table to select. Already
assigned or requested Functional Roles are listed under the table at the bottom of the request screen.
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M GinnieMae

#Home @Links ~ @ amc.tester@yahoo.com ~

BANK OF HAWAII - IS_1857 Q | search

e - T

O Legacy Connector Test Legacy Connector

(]} New FR Test Testing FR and Legacy Connectors

(] New FR Test #2 Test FR#2

(] OLTP Tester OLTP Test Role

] Partial Missing FR Test Role

a Removal Test Test Remocal

a SF Issuer_Post-Closing User Access 1o review collateral, obtain loan insurance, forward initial and trailing
documents to a Document Custodian

a SF_Agency Relationship User TEST Agency Relationship User

a SF_Functional Role Single Family Functional Role Test

O SF_Issuer_Agency Relationship User Access reports containing portfolio performance and liquidity metrics;
receive targeted Ginnie Mae for for
managing agency relationships.

<l ¢

The functional roles listed below have been requested for this user and are either pending, approved or finalized.
= SF_Issuer_Investor Reporiing Basic User - Submit monthly pool and loan level accounting data; submit quarterly custodial account verification data;
review monthly remittance information, review monthly reporting exception feedback and errors. - PENDING

User Organization Roles Review

Figure 4.20 Request Functional Roles Selection Page

NOTE: Selecting on the Functional Role title within the Functional Role Table will open the Functional Role Entities
overlay. The overlay contains information about which entities (systems, applications, and functions) are included in

Functional Role Entities

e e ]

AGENCY_READ Agency Read

BNYM_CM Bnym Cm
eNOTE_USER Enote User

Figure 4.21 Functional Role Entities Overlay
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NOTE: Selecting the Functional Role title within the Currently Assigned Roles section will open the Functional Role
Entities Status overlay. The overlay contains information about the status of functional roles currently pending,

approved, or finalized for the user.

Functional Role Entities

T T

PA_UPLOAD Pa Upload PENDING

Figure 4.22 Functional Role Entities Overlay With Status

7. The system displays a review page with the requested Functional Role(s) and the underlying entities that make up
that Functional Role(s).
a. Select Submit.

'GiDHIEMae y # Home Q@ Links ~ @ amcorgadmin@bankcom  ~

Access Request

Please review the entitiement associations and confirm the request being submitted:

Functional Roles

Jones, John E - AMC BANK SF - 1S_5602 - SF-Post-Closing User
« eNotification User
* Gmep2 User
* Issuer

Jones, John E - AMC BANK SF - IS_5602 - SF-Processing Master Agreements Authorized Signer
* Gmep2 User
* Issuer
« eNotification User
* MAMS Issuer Access
* SecuriD Token Holder

e

Figure 4.23 Request Functional Role Review

8. The system displays an access request confirmation dialog box.
a. Select Confirm to submit the roles for approval.
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Confirm Access Request

Are you sure you want to submit the access requests for. Jones, John E?
1

NOTE: After confirmation, the access request is submitted. The system displays a loading bar at the top of the page to

Figure 4.24 Confirm Access Request

indicate the submission is processing. DO NOT RESUBMIT. Navigational buttons can be used to move to another screen
but a resubmit should not be performed.

9. After successful submission, the system displays a green confirmation ribbon at the top of the screen. A second
Organization Administrator may review and approve the request (See Approve Access Request and Functional

Roles).

'G’nnleMae # Home Q@ Links ~ @ amcorgadmin@bank.com

All requests were submitted successfully

Access Request

Please select the desired user from the list of available users below m
Q
. DISPLAY NAME * EMAIL ¢ HOME ORGANIZATION
Jones, John E john.e jones@bank.com AMC BANK SF - I1S_5602
OrgAdminTwo, AMC amc.orgadmin2@bank.com AMC BANK SF - IS_5602
smith, john danchan109@ginnienet.com AMC BANK SF - I1S_5602

Figure 4.25 Role Access Request

NOTE: If an error occurs upon submission, the current selection(s) and/or page within the module are retained and you
may attempt to resubmit the request. For more information on errors please refer to Troubleshooting and System Errors.

If the error persists, contact the Ginnie Mae Customer Support.

NOTE: Once the role has been finalized by an Operations Administrator and successfully in confirmed status, the
Organization Administrator Group will receive a notification that a new Functional Role has been assigned to the End
User’s account.

(2) Request Functional Role from the User Management Tile

To request access through the User Management tile:
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1. Follow the instructions for Logging into MyGinnieMae.
2. Navigate to the Access Management Console.
3. Select User Management tile.

# Home Q@ Links ~ @ amc.orgadmin@bank.com ~

ment Console

4 0

New User Access Pending User
Registration Request Approvals Management

Figure 4.26 Access Management Console Landing Page

4. The system displays a list of available users. Search for a user by typing one of the following user properties into
the search field to locate the desired End User:
e Display Name
e Emall
e Home Organization

'Gin’?ieMae Yol # Home @ Links ~ @ amc.orgadmin@bank.com v

User Management

Please select the desired user from the list of available users below. m
Q | Search
DISPLAY NAME = EMAIL = HOME ORGANIZATION %

Jones, John E john.e jones@bank.com AMC BANK SF - 1S_5602

OrgAdminTwo, AMC amc.orgadmin2@bank.com AMC BANK SF - IS_5602

smith, john danchan109@ginnienet.com AMC BANK SF - IS_5602
User View / Edit

Figure 4.27 Select User

5. Once the “User Profile” screen opens,

a. Select down arrow ~ next to Edit User Profile down arrow .
b. Select Request Access.

NOTE: The “Request Access” button will not be visible if the user’s status is “Locked” or “Disabled.” To use the “Request

Access” link on the User Management page, you must first unlock or enable the user.

NOTE: The “Request Access” button will be disabled if the user’s profile attributes are incomplete or incorrectly formatted.
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M GinnjelMae

User Management

~ Edit User Profile

User Information

Display Name
Connector, Legacy

Title First Name
Mr [v| Legacy

= Does this user have an RSA token?

Yes:'® No:

Contact Information
Email

connect@deloitte.com

Please edit the user profile or manage the user permissions of Connector, Legacy below.

# Home Q@ Links ~ @ amcorgadmin@bankcom
Reset Password Back
Login
CONNECT@DELOITTE.COM
Middle Name Last Name Suffix
Connector

* RSA Token Serial Number

232323244

Mobile Number * Work Number

(202)344-4343

Extension

Organization Information

Organization * Job Title
BANK OF HAWAII - 1IS_1857 Connector
Legacy Application Information

GMEP1 IDs GinnieNet IDs

1506625

Request Access | Disable

User View / Edit

Figure 4.28 Request Access Button

6. The system directs the user to the Organization screen of the Access Request workflow where you can follow steps
5 - 9 of Request Functional Role from Access Management Tile to request functional role access.

NOTE: If a user receives an RSA Token after they have been registered for MyGinnieMae or did not enter their RSA
Token correctly during registration, the Organization Administrator can add or update the RSA Token to a user’s profile
in the User Management screen. For more information please see Update a User’s Profile Attributes.
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4.1.5 Approve Functional Role Access Request

Once an Access Request has been submitted, the Org Admin Group, except for the one who submitted the access
request, will receive an email notification that a request is available for approval.

dOHOirep\y_accessua:@glnmemae gov Kurukunda, Vasavi Kumar Reddy 10/4/2019

Action Required: Access Request for Approval
Retention Policy BMYM-7-year delete - All other folders (7 years) Expires 10/2/2026

A MyGinnieMae access request has been submitted for AlohaUser, AMC. Please log in to the Access Management Console through the
MyGinnieMae Portal to review and approve/reject the request.

Figure 4.29 Access Request Approval Notification

1. Follow the instructions for Logging into MyGinnieMae.
2. Navigate to the Access Management Console.

3. Select Pending Approvals tile.

NOTE: When the Pending Approvals module is loading, the system displays a loading bar at the top of the page to indicate

the progress. Once the Pending Approvals have loaded, the system automatically expands any sections with a Pending
Approval.

# Home Q@ Links ~ @ amc.orgadmin@bank com ~

ment Console

New User Access Pending User
Registration Request Approvals Management

Figure 4.30 AMC Homepage—Pending Approvals Tile

4. Review the table under the “Access Request Approval” accordion (collapsible section) which displays the list of
available access requests pending approval.

a. Select the Request ID for the Functional Role request that corresponds to the desire End User

M GinnieMae atome  Olnks~  @ancogainingoankoo -
Pending Approvals
Please select the desired task from the list of pending approvals below m
» User Registration Approval
v Access Request Approval
Q
REQUEST
() REQUESTED FUNCTIONAL ROLE * ORGANIZATION & USER EMAIL 3 STATUS =
SF-Agency Relationship User AMC BANK SF - 1S_5602 john.e jones@bank com PENDING
SF-Bulk Transfers Authorized Signer AMC BANK SF - 1S_5602 john.e jones@bank com PENDING
6463 SF-Loan Delivery and Pooling Basic User  AMC BANK SF - IS_5602 john.e jones@bank com PENDING

Figure 4.31 List of Pending Access Requests
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5. The details of the requested Functional Role display in the Review Page.
a. Review the request details.

b. Select Approve to activate the confirmation message.

M GinnieMae

Access Request Approval
Please review the entitiement associations and confirm the request being submitted

Jones, John E - AMC BANK SF - IS_5602 - SF-Agency Relationship User
(Access reports containing portfolio performance and liquidity metrics; receive targeted Ginnie Mae for

# Home @ Links ~ @ amc orgadmin@bank com ~

i P for
relationships.)
« Gmep2 User
o Issuer
« eNotification User
« lopp Issuer Access
« Gpads User

Pendng Approvals  Review

agency

Approve

Figure 4.32 Review Page for Functional Role Approval

6. Select Confirm to submit the approval.

Confirm Access Role Request

Are you sure you want to approve access for: Jones, John E?

Cancel

Confirm

Figure 4.33 Confirm Functional Role Approval

7. The system displays a green confirmation ribbon at the top of the screen when the request has been approved

successfully.

M GinnieMae

# Home QLinks »

@ amc orgadmin@bank com ~

Functional role request #6465 approved successfully and IS pending final confirmation

Pending Approvals

Please seiect the desired task from the list of pending approvals below

» User Registration Approval

v Access Request Approval

REQUESTED FUNCTIONAL ROLE ¢ | ORGANIZATION =

SF-Bulk Transfers Authorized Signer AMC BANK SF - IS_5602 john.e jones@bank.com

6463 SF-Loan Delivery and Pooling Basic User  AMC BANK SF - IS_5602 john e jones@bank com

PENDING

PENDING

Figure 4.34 Request Approval Successful
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NOTE: If the request has not been approved successfully, review the error message, and attempt to re-approve if possible.
If the error persists, contact the Ginnie Mae Customer Support. If an error occurs upon approval, the current selection(s)

and/or page within the module are retained.

8. The system routes the request to, and notifies, the Operations Administrator group to perform the required action to
complete the workflow. Once the workflow is complete and the Functional Role is assigned, the system sends a
notification to the user that a new Functional Role has been assigned to their account.

New Functional Role Assignment

o~

- donotreply@accessdev.ginniemae.gov = May 1at4:00 PM

To: notificationsthree@yahoo.com

Anew Single Family Issuer Functional Role titled SF_Issuer_Bulk Transfers Authorized Signer has been assigned to your MyGinnieMae
account. If you have any questions, please contact your Organization Administrator for assistance.

Figure 4.35 End User Notification

NOTE: If the functional role was assigned to a new user, the End User will also receive a Welcome Email notify the user
that a MyGinnieMae account has been created.

4.1.6 Reject a Functional Role Access Request

An Organization Administrator has the option to reject a Functional Role Access Request for various reasons, such as
the incorrect access being requested. The system provides a dropdown to select various justifications for the rejection.

Follow the instructions for Logging into MyGinnieMae.

Navigate to the Access Management Console.

Select Access Request tile.

P w DD

Review the table under the “Access Request Approval” accordion (collapsible section) which displays the list of
available access requests pending approval.
a. Select the Request ID for the Functional Role request that corresponds to the desire End User
5. The details of the requested Functional Role display in the Review Page.
a. Review the request details.
b. Select Reject.

M GinnieMae P S ) e e <

Access Request Approval

Please review the entitlement associations and confirm the request being submitted Back

Jones, John E - AMC BANK SF - 1S_5602 - SF-Financial Statements User
(Submit annual audited financial statements for review by Ginnie Mae's IPA.)

o Issuer

« Gmep2 User

« Upload & Exception Feedback User
« eNotification User

o

Figure 4.36 Review Page for Functional Role Rejection
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6. The system displays a Confirmation Rejection of Role Request dialog box for the rejection justification reason. This
required field has the following options:
e Access Does Not Enforce Least Privilege
e Incorrect Functional Role Requests
e User No Longer with Organization
¢ Do Not Recognize User
e Access Violates Separation of Duties
e Other — Please Explain (the Justification Description will be required)

7. Choose the Justification Reason
o Ifrequired, enter a Justification Description.

Confirm Rejection of Role Request

Are you sure you want to reject access for: Jones, John E?

Required: Select a justification reason v

Required: Select a justification reason

Access Does Not Enforce Least Privilege

Incorrect Functional Role Requests

Cancel Reject

User No Longer with Organization

Do Not Recognize User

Access Violates Separation of Duties

Other - Please Explain

Figure 4.37 Reject Role Request Justification Reason

8. Select Reject to send the rejection to the system.

Confirm Rejection of Role Request

Are you sure you want to reject access for: Jones, John E?

User No Longer with Organization v

Enter rejection justification description here

cocs D]

Figure 4.38 Access Request Rejection
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9. The system will display a green notification ribbon to indicate the Functional Role rejection was successful.

'GinnieMae # Home @ Links ~ @ amcorgadmin@bank.com  «

Successfully rejected Functional Role request: 6454

Pending Approvals
Please select the desired task from the list of pending approvals below Hatk

+ User Registration Approval

» Access Request Approval

Figure 4.39 Functional Role Rejection Notification

10. After rejection is complete, the system notifies the Org Admin Group with the following email message.

Rejection Notification: Access Request for Jones, Keith

~

< donotreply@accessdev.ginniemae.gov =)
To: amc.tester@yahoo.com
The MyGinnieMae access request for Jones, Keith has been rejected for the following reason
User No Longer with Organization
If @ new request is required, piease log in to the Access Management Console through the MyGinnleMae Portal to submit a new Functional

Role request.

Figure 4.40 Access Request Rejection Email Notification

4.2 Managing and Maintaining User Accounts

4.2.1 Disable a User Account

If the account of a user must be removed for any reason (for example, if the user is leaving the Home Organization), the
Organization Administrator is responsible for disabling the End User account via the Access Management Console.
Disabling a user removes all assigned Functional Roles, therefore, if user access needs to be temporarily blocked for a
short period of time, consider locking the user account as described in Lock a User’s Account.

To disable an account, follow the steps below.

1. Follow the instructions for Logging into MyGinnieMae.

2. Navigate to the Access Management Console.

3. Select User Management tile.
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'GlnnleMaev ‘ #Home Q@Links v+ @ amcorgadmin@bank com v

User Management

Please select the desired user from the list of available users below w
Q
DISPLAY NAME = HOME ORGANIZATION =
john.e jones@bank com AMC BANK SF - 1S_5602
OrgAdminTwo, AMC amc.orgadmin2@bank com AMC BANK SF - IS_5602
smith, john danchan109@ginnienet com AMC BANK SF - IS_5602
User View / Edit

Figure 4.41 Select User

4. The system displays a list of available users. Search for a user by typing one of the following user properties into
the search field to locate the desired End User:
e Display Name
e Emall
e Home Organization
5. Select the Display Name for the desired user.
6. Select Disable.
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'GinnieMae # Home @ Links ~ @ amc orgadmin@bank com

User Management

N " Johr W Reset Password
Please edit the user profile or manage the user permussions of Jones, John E balow m

» Edit User Profile

Display Name Login
Jones, John E JOHN E JONES@BANK COM
Title First Name Middle Name Last Name Suffix
Mr v John E Jones
* Does this user have an RSA token? “ RSA Token Serial Number
Yes: * No:
Email Mobile Number * Work Number Extension
john e jones@bank com TST)T77-3333
Organization * Job Title
AMC BANK SF - IS_5602 Tester
GMEP1 1Ds GinnieNet 1Ds
1507772

Figure 4.42 User Management — Disable Account

7. Select Confirm to submit the action.

Confirm User Disable

Are you sure you want to disable access for: Jones, John E?

Figure 4.43 Confirm Disable Account

8. The system displays a “User [User Name] successfully disabled” green natification ribbon and updates the Account
Status to “Disabled.” No additional approval is required when disabling a user account. When a user is disabled, the
system removes all Functional Roles provisioned to the user.
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M GinnieMae

# Home Q@ Links ~

@ amc orgadmin@bank com ~

User JOHN.E. JONES@BANK COM successfully disabled

User Management

Please edit the user profile or manage the user permissions of Jones, John E below.

~ Edit User Profile
User information
Display Name
Jones, John E

Title First Name

Mr v John E

“ Does this user have an RSA token? “ RSA Token Serial Number

Yes:'® No: 232323244

Contact Information
Email Mobile Number

john.e jones@bank com

7 Information

Login

Middie Name

* Work Number

JOHN.E JONES@BANK COM

Last Name Suffix

Jones

Extension

(757)777-3333

Organization

AMC BANK SF - I1S_5602

* Job Title

Tester

Figure 4.44 Disable Account Notification

9. Reselect the “Manage User Permissions” down arrow
the user; the Status will display as Revoked.

to confirm the Functional Roles have been removed from

K GinnieMae

ty Matters

# Home @ Links - @ amcogadmin@bankcom

Succesfully removed selected functional roles from the user.

User Management

Please edit the user profile or manage the user permissions of Jones, John E below.

» Edit User Profile

~ Manage User Permissions

Functicnal Role

SF-Test Inv Rep Auth Signer Description

Access to prepare monthly pool submission and loan level
accounting report and validate custodial account data
Ability to review monthly remittance information and monthly
reporting exception feedback and errors. Finalize/execute
business transactions with authority to certify monthly pool
and loan accounting report and submit edits to clear
exception feedback and monthly reporting errors (HUD-
11702 Signer)

I1S_6011 REVOKED

ROLE NAME -~ ROLE DESCRIPTION 3 ORG KEY 3 STATUS = SELECT

Figure 4.45 Select Disabled User Functional Roles
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4.2.2 Enable a User’s Account

Organization Administrators are advised to remind End Users to login to the portal at least every 90 days to avoid their
accounts being disabled. Once an account is disabled, it must be enabled, and functional roles must be requested
approved by two Organization Administrators and then finalized by the Operations Administrator to re-establish the user’s
access in Ginnie Mae systems.

NOTE: If a user was disabled due to 90 days of inactivity, instruct the user to log into MyGinnieMae the same day once
their account is enabled; otherwise the user will be disabled again the following day due to inactivity. The user should be
contacted via phone to confirm that they do login after their account is enabled. In fact, it is recommended that the user
logs into MyGinnieMae while on the phone or in contact with their Organization Administrator. The user will be able to log
into MyGinnieMae right after account is re-enabled, even before the Functional Role access is provisioned.

NOTE: If the user was disabled due to 90 days of inactivity, the system will display the user's Functional Roles as
“Missing.” See screenshot below. To re-request a Function Role for a user who was disabled due to 90 days of inactivity,
see Re-Request a Functional Role.

User Management

Please edit the user profile or manage the user permissions of End UserThree below. m

» Edit User Profile

~ Manage User Permissions

Functional Role

0O-MBSOA Operations MBSOA BP_06 MISSING
SF_Bulk Transfers Authorized Signer Initiate, manage and accept bulk transfer transactions; 1S_1857 MISSING
Initiate and coordinate transfers of collateral files with
transferee and transferor Issuers or Document Custodians.
System Rolk
m ROLE DISPLAY NAME < REQUESTABLE ¢ | SELECT
ALL USERS ALL USERS false

Figure 4.46 Functional Role Missing Status

If a user's account has been disabled due to 90 days of inactivity or was disabled manually and must be re-enabled,
complete the following steps in the Access Management Console.

Follow the instructions for Logging into MyGinnieMae.

Navigate to the Access Management Console.

Select User Management tile.

AP WD

Verify the user is disabled by confirming that there is a disabled icon (® ) to the left of their Display Name.
a. Select the Display Name of the user to enable.
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M GinnieMae

# Home @ Links « @ amcorgadmin@bank.com

-

User Management

Please select the desired user from the list of available users below.

Q

Search...
‘ DISPLAY NAME 2 EMAIL 2 HOME ORGANIZATION 2
) john.e.jones@bank.com AMC BANK SF - IS_5602
OrgAdminTwo, AMC amc.orgadmin2@bank.com AMC BANK SF - IS_5602
smith, john

danchan109@ginnienet.com

AMC BANK SF - IS_5602

Figure 4.47 User Management Disabled User

5. Once the “User Profile” page opens, select the “Enable” button in the bottom right of the “Edit User Profile”
accordion.

M GinnieMae

# Home @ Links ~

User Management

Please edit the user profile or manage the user permissions of Jones, John E below.

~ Edit User Profile

User Information
Display Name Login
Jones, John E JOHN E JONES@BANK.COM
Title First Name Middle Name Last Name Suffix
Mr X John E Jones
* Does this user have an RSA token? “ RSA Token Serial Number
Yes:® No: 232323244
Contacl
Email Mobile Number * Work Number Extension
john.e jones@hank com (757)777-3333
Organization Information
Organization * Job Title
AMC BANK SF - IS_5602 Tester
Legacy Application information
GMEP1 IDs GinnieNet IDs

Figure 4.48 User Management Enable Account

6. The system displays an overlay to confirm the enabling of the selected user’s account.
a. Select Confirm to submit the request.
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Confirm User Enable

Are you sure you want to enable access for: John E. Jones?

Figure 4.49 Confirm Enable Account

7. The system displays a “User [User Name] successfully enabled” message and updates the Account Status as
“Enabled.” Follow the steps in Section: Request Functional Role to begin the workflow for assigning roles.

' GlnnleMae ) MHome @Links~ @ amcomgadmin@bankcom

User JOHN.E.JONES@BANK.COM successfully enabled.

User Management

Please edit the user profile or manage the user permissions of Jones, John E below. Reset Password

~ Edit User Profile

User Information

Display Name Login
Jones, John E JOHN.E. JONES@BANK.COM
Title First Name Middle Name Last Name Suffix
Mr k4 John E Jones
* Does this user have an RSA token? * RSA Token Serial Number
Yes:® No:© 232323244

Contact Information
Email Mobile Number * Work Number Extension

john.e jones@bank com (757)777-3333

Organization Information
Organization *Job Title

AMC BANK SF - IS_5602 Tester

Figure 4.50 Enable Account Notification

NOTE: If the user previously had two or more Functional Roles that included the GMEP2_User role, the GMEP2_User
role status may only be updated in one. Upon verification (see Verify an Assigned Functional Role), the status will update

accurately.
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Functional Role Entity Status

BO Ad Hoc Reports  2018-09-27 Ken Pillow 2018-09-27 System 2018-09-27 Ken Pillow MISSING
13:19:37.0 13:23.44.0 Administrator 13:24:400

Custodian 2018-09-27 Ken Pillow 2018-09-27 System 2018-09-27 Ken Pillow MISSING
13:19:37.0 13:23:44.0 Administrator 13:24:21.0

Gmep2 User 2018-09-27 Ken Pillow 2018-09-27 System 2018-09-27 Ken Pillow CONFIRMED
13:19:37.0 13:23:44.0 Administrator 13:24:30.0

MAMS Document 2018-09-27 Ken Pillow 2018-09-27 System 2018-09-27 Ken Pillow MISSING

Custodian user 13:19:37.0 13:23:44.0 Administrator 13:24:28.0

Close

Figure 4.51 GMEP2 User Role Enablement

NOTE: If the user account was manually disabled, the GMEP2_User role will not be automatically provisioned, and

the Functional Role must be requested upon enablement.

If a user is disabled because their organization has been disabled by an Operations Administrator, the user cannot be

enabled, and a message will be displayed above the Organization field. The figure below displays the profile of a user in

a disabled organization.

M GinnieMae

User Management

~ Edit User Profile

User Information

Display Name
Jones, John E

Title First Name
Mr v John

" Does this user have an RSA token?

Yes:® No:

Contact Information
Email

john e jones@bank.com

Organization Information

Please edit the user profile or manage the user permissions of Jones, John E below.

Login

# Home

JOHN E JONES@BANK COM

Middle Name
E

“ RSA Token Serial Number

Organization (Organization Disabled)

AMC BANK SF - 1S_5602

Legacy Application Information

GMEP1 IDs

232323244
Mobile Number * Work Number
(757)601-2121
* Job Title
Tester
GinnieNet IDs

Last Name

Jones

@ Links - @ amcorgadmin@bankcom =
o
Suffix
Jr
Extension
Lock

Figure 4.52 Disabled Organization User Profile
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4.2.3 Lock aUser’s Account

This process is used to lock a user’s account, which will prevent the user from logging in to their MyGinnieMae account
while still retaining functional roles. Locking is a temporary action, different from permanently disabling a user account as
described in Disable a User Account, which removes the functional roles from the user’s account.

1. Follow the instructions for Logging into MyGinnieMae.

2. Navigate to the Access Management Console.

3. Select User Management tile.

# Home @ Links - @ amc.orgadmin@bank com -

ment Console

1

New User
Registration

Access Pending User
Request Approvals Management

Figure 4.53 Access Management Console Landing Page

4. Find and select the Display Name of the user account to lock.

a. Verify that the user is not already locked by confirming that there is no locked icon ( ® ) to the left of their

Display Name.
'GlnnIGMae # Home @ Links ~ @ emcorgadmin@bankcom -
User Management
Please select the desired user from the list of available users below.
Q | Search
DISPLAY NAME 2 EMAIL = HOME ORGANIZATION =
john.e jones@bank.com ANMC BANK SF - 1S_5602
OrgAdminTwo, AMC amc orgadmin2@bank com ANC BANK SF - 1S_5602
smith, john danchan109@ginnienet.com AMC BANK SF - 15_5602
@ Smith, Mary J mary.j.smith@bank.com ANC BANK SF - I1S_5602
User View / Edit

Figure 4.54 Search Users Results

5. Select the “Edit User Profile” down arrow
a. Select Lock.
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'GinnieMae # Home  @Links ~ @ amcorgadmin@bankcom

User Management

Please edit the user profile or manage the user permissions of Jones, John E below. p' m

v Edit User Profile

User Information

Display Name Login

Jones, John E JOHN.E.JONES@BANK.COM
Title First Name Middle Name Last Name Suffix

Mr v John E Jones
* Does this user have an RSA token? * RSA Token Serial Number

Yes:® No: 232323244
tact jorma’

Email Mobile Number * Work Number Extension

john.e jones@bank.com (757)777-3333

Organization * Job Title

AMC BANK SF - IS_5602 Tester

Legacy Applicat

GMEP1 IDs GinnieNet IDs

Figure 4.55 User Management — Lock Account

6. The system opens a dialog box to confirm the account lock.
a. Review the user details.
b. Select Confirm.

Confirm User Lock

Are you sure you want to lock access for: Jones, John E?

Figure 4.56 Confirm Account Lock

7. The system displays a “User [User Name] successfully locked” green notification ribbon message and updates the
Account Status to “Locked.”
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'GinnieMae B & Home  Q@Links ~

@ amcorgadmin@bank.com  «

User JOHN.E.JONES@BANK.COM successfully locked

User Management

Please edit the user profile or manage the user permissions of Jones, John E below

v Edit User Profile

User Information

Display Name Login
Jones, John E JOHN.E.JONES@BANK.COM
Title First Name Middle Name Last Name
Mr v John E Jones
* Does this user have an RSA token? * RSA Token Serial Number
Yes:©® No: 232323244

Contact Information
Email Mobile Number * Work Number Extension

john.e jones@bank.com (757)777-3333

Organization Information
Organization * Job Title

AMC BANK SF - IS_5602 Tester

Reset Password

Suffix

Figure 4.57 Lock Account Notification

4.2.4 Unlock a User’s Account

A user can become locked out of their account for a variety of reasons including:

e Locked out by the Organization Administrator
e Three failed attempts to enter correct username and password

You can unlock the user’s account by completing the following steps:

Follow the instructions for Logging into MyGinnieMae.

Navigate to the Access Management Console.

Select User Management tile.

P w DD

Find and select the Display Name of the user account.
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M GinnieMae

# Home @ Links ~ @ amcorgadmin@bankicom  ~

User Management

Please select the desired user from the list of available users below.

Q | Search

DISPLAY NAME +

HOME ORGANIZATION 2
& john.e jones@bank.com AMC BANK SF - IS_5602

OrgAdminTwo, AMC

amc.orgadmin2@bank.com AMC BANK SF - IS_5602
smith, john danchan109@ginnienet.com AMC BANK SF - IS_5602
@ Smith, Mary J mary.j. smith@bank.com AMC BANK SF - IS_5602

Figure 4.58 Locked User Search

5. Select the “Edit User Profile” down arrow
a. Select Unlock.

'GlnnIeMae # Home Q@ Links ~ @ amcorgadmin@bankcom -
User Management
Please edit the user profile or manage the user permissions of Jones, John E below.
v Edit User Profile
User Information
Display Name Login
Jones, John E JOHN.E JONES@BANK.COM
Title First Name Middle Name Last Name Suffix
Mr v John E Jones
* Does this user have an RSA token? * RSA Token Serial Number
Yes:© No: 232323244
Contact Information
Email Mobile Number * Work Number Extension
john.e jones@hbank.com (757)777-3333
Organization Information
Organization * Job Title
AMC BANK SF - 1S_5602 Tester
Legacy Application Information
GMEP1 IDs GinnieNet IDs

Figure 4.59 User Management Unlock Account

6. The system opens a dialog box to confirm the account lock.
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a. Review the user details.
b. Select Confirm.

Confirm User Unlock

Are you sure you want to unlock access for: Jones, John E?

Figure 4.60 Confirm Unlock Account

7. The system displays a green naotification ribbon that “User [User Name] successfully unlocked.” The page updates
the Account Status to “Unlocked.”

M GinnieMae

# Home Q@ Links ~ @ amcorgadmin@bankcom

User JOHN.E.JONES@BANK.COM successfully unlocked.

User Management

Please edit the user profile or manage the user permissions of Jones, John E below. Reset Password

v Edit User Profile

User Information

Display Name Login
Jones, John E JOHN.E.JONES@BANK.COM
Title First Name Middle Name Last Name Suffix
Mr v John E Jones
* Does this user have an RSA token? * RSA Token Serial Number
Yes:® No:© 232323244

Contact Information

Email Mobile Number * Work Number Extension

john.e jones@bank.com (757)777-3333

Organization Information
Organization * Job Title

AMC BANK SF - IS_5602 Tester

Figure 4.61 Unlock Account Notification
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4.2.5 Update a User’s Profile Attributes

End Users have limited ability to update their own Profile Attributes which include, mobile number, fax, job title, start
date, job functions, and professional background summary. All other account attributes must be updated by the

Organization Administrator. Follow the steps below to update any of the following user’s account attribute information.

e Title (Mr., Mrs., etc.) [required attribute]

o  Suffix

e  Mobile Number

e Work Number [required attribute]

e Extension

e Job Title [required attribute]

e Does this user have an RSA token? (Y/N)

e RSA Token Serial Number (See Update a User's RSA Token.)

NOTE: If the user's email address has changed, a new End User account must be created. Contact Ginnie Mae
Customer Support for assistance.

Follow the instructions for Logging into MyGinnieMae.

Navigate to the Access Management Console.

Select User Management tile.
Find and select the Display Name of the user account.

a > w D PE

Select the “Edit User Profile” down arrow ~
a. Edit the fields for desired user attributes
b. Select Save.

NOTE: The “Save” button is not displayed unless an attribute has been edited.

The “Save” button is not displayed unless an attribute has been edited.
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'Gl'nnl'QMae # Home Q@ Links ~ @ ameergaim

User Management

Please edit the user profile or manage the user permissions of Jones, John E below, -R m
~ Edit User Profile

User Information
Display Name Login
Jones, John E JOHN. E JONES@BANK.COM
Title First Name Middle Name Last Name Suffix
Mr b 4 John E Jones Jr
" Does this user have an RSA token? " RSA Token Serial Number

You: @ No: 232323244
Contact Information
Email Mobile Number * Work Number Extension

john.e jenes@bank.com (757)601-2121

Organization Information

Organization * Job Title

AMC BANK SF - 1S_5602 Tester

Legacy Application Information

GMEP1 IDs GinnieNet IDs

B

Figure 4.62 User Management Update User Profile

NOTE: Error notifications may be displayed on the User Profile screen in the AMC if attributes are in the incorrect format.

The “Save” option will not be displayed until the format is corrected.

Telephone numbers must be in the (555) 555-5555 format, and the number and area code cannot begin with a 1 or a 0.
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'GiﬂnieMae #Home @lLinks + @ amc.opstester@yahoo.com ~

User Management

Please edit the user profile or manage the user permissions of AMC OrgAdmin below. Reset Password m

~ Edit User Profile

User Information
Display Name Login
AMC OrgAdmin AMC.TESTER@HOTMAIL.COM
Title First Name Middle Name Last Name Suffix
Miss v AMC QrgAdmin Tester
" Does this user have an RSA token? " RSA Token Serial Number
Yes:® No: 232323244
Contact Information
Email Mobile Number * Work Number Extension
amc.tester@hotmail.com (030)444-5345

Format: (555)555-5555
Area Code and Prefix may not start with

alor0.
Organization Information
Organization *Job Title
WELLS FARGO BANK, NA, - 1S_3355 Test Engineer
Legacy Application Information
GMEP1 IDs GinnieNet IDs
User View / Edit

Figure 4.63 Telephone Incorrect Format

6. The system displays a dialog box to confirm the updated attributes.
a. Select Confirm

Confirm User Update

Are you sure you want to update attributes for: Jones, John E?

Figure 4.64 Confirm User Profile Update

7. A “User [User Name] successfully updated” green notification ribbon displays.
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EG'th.QMae # Home @ Links - @ amcorgadmin@bank corr -

User JOHN.E.JONES@BANK. COM successfully updated.

User Management

Please edit the user profile or manage the user permissions of Jones, John E below -R!PI m

~ Edit User Profile

Display Name Login
Jones, John E JOHN.E.JONES@BANK.COM
Title First Name Middle Name Last Name Suffix
Mr v John E Jones Jr
* Does this user have an RSA token? “ RSA Token Serial Number
Yoz @ Nec 232323244
Email Mobile Number * Work Number Extension
john_e jonesi@bank com (757601211

Figure 4.65 Update User Profile Notification

4.2.6 Update a User’s RSA Token Information in MyGinnieMae

(1) Update an Existing Token Holder

If the user already has an active SecurlD Token issued by BNYM on behalf of Ginnie Mae, retrieve the Token serial
number and follow the steps below to ensure the Token will be associated with the account:

1.
Send an email to GinnieMael@bnymellon.com with the following information:
a. Subject: MGM Account to be added to RSA Token for (user's name)
b. Email Body:
i. Title (Mr., Mrs., Ms.)
ii. Token Holder Name

iii. MGM Username
iv. Job Title
v. Phone Number
vi. Issuer/Custodian ID
vi. GMEO 1.01D
viii. RSA Token Serial Number
2. Refer to Update User’s Profile Attribute above.
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3. Update the following fields in the User Management Update User Profile screen.

* Does this user have an RSA token? * RSA Token Serial Number

Figure 4.66 User Management Update User Profile Screen

(2) Update a New Token Holder

If the user does not have an active SecurlD Token, follow the steps below:

1. Fill out the SecurlD Token Order form.
2. Send the completed SecurID Order form to GinnieMael@bnymellon.com to be processed.

The request will be processed, and you will receive confirmation within 72 hours. Incomplete requests will not be
processed. The user must be listed on the HUD 11702.
4.2.7 Reset a User’s Password

This service is used in the event the End User has forgotten their password and is unable to reset it using self-service
capabilities or if the End User suspects their account has been compromised. The End User should first attempt to create
a new password using the Forgot Password functionality. If their attempt is unsuccessful, follow the steps below:

Follow the instructions for Logging into MyGinnieMae.

Navigate to the Access Management Console.

Select User Management tile.
Find and select the Display Name of the user account.
Select Reset Password. NOTE: This button is inactive if the user is disabled

o > DN PE
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'GinnieMae ) # Home Q@ Links ~ @ amcorgadmin@bankcom  w

User Management

Please edit the user profile or manage the user permissions of Jones, John E below. Reset Password h

v Edit User Profile

User Information

Display Name Login
Jones, John E JOHN.E JONES@BANK.COM
Title First Name Middle Name Last Name Suffix
Mr v John E Jones Jr
* Does this user have an RSA token? * RSA Token Serial Number
Yes:® No: 232323244

Contact Information
Email Mobile Number * Work Number Extension

john.e_jones@bank.com (757)601-2121

Organization Information
Organization * Job Title

AMC BANK SF - IS_5602 Tester

Figure 4.67 Reset Password Button

6. The system opens a dialog box to confirmation that an auto-generated temporary password will be sent to the user.
a. Select Confirm.

Confirm Password Reset

Are you sure you want to reset the password for: Jones, John E?
A new, randomly generated, password will be created and emailed to:

john.e.jones@bank.com

Figure 4.68 Reset Password Form

7. The system displays a green notification ribbon at the top of the page that the password reset was successful. The
End User may go to their email to retrieve the temporary password and will be required to change their password
once upon next login.

MyGinnieMae Portal | Access Management Console Manual v 2.6 | 56



M GinnieMae

# Home @ Links ~ @ amcorgadmin@bank.com v

Password Reset was successful.

User Management

Please edit the user profile or manage the user permissions of Jones, John E below. Rosot Bassword Back

v Edit User Profile

User Information

Display Name Login
Jones, John E JOHN.E.JONES@BANK.COM
Title First Name Middle Name Last Name Suffix
Mr v John E Jones Jr
" Does this user have an RSA token? * RSA Token Serial Number
Yes:® No: 232323244

Contact Information

Email Mobile Number * Work Number Extension
john.e jones@bank.com (757)601-2121

Figure 4.69 Reset Password Notification

4.2.8 Remove Functional Roles from a User

If an End User no longer requires access to a specific Functional Role, possibly because their business responsibilities
have changed, Organization Administrators are responsible for removing that role from the user’s account. To remove a
role from an End User account, follow the steps provided below.

1. Follow the instructions for Logging into MyGinnieMae.

2. Navigate to the Access Management Console.
3. Select User Management tile.

# Home @ Links - @ amc.orgadmin@bank.com =

ment Console

® 1

New User
Registration

Access Pending User
Request Approvals Management

Figure 4.70 Access Management Console Landing Page

MyGinnieMae Portal | Access Management Console Manual v 2.6 | 57


https://www.ginniemae.gov/issuers/issuer_training/QRCs%20Page/QRC-GS3.4%20Logging%20into%20MyGinnieMae%20%20Accessing%20Business%20Applications%206.23.2020.pdf

4. The system displays a list of available users. Search for a user by typing one of the following user properties into

the search field to locate the desired End User:
e Display Name
e Emall
e Home Organization

@ amc orgadmin@bank com -

M GinnieMae MHome @ Links +
User Management
Please select the desired user from the: list of available users below m
Q | Search

o o ovomaon-
AMC BANK SF - 15_5602

jenn.e jones@bank. com

DISPLAY NAME =

Jones, John E
OrgadminTwo, AMC amc.orgadmin2 @bank_com AMC BANK SF - 1S_5602
danchan109@ginnienet.com AMC BANK SF - 15_5602

smith, john

Usar View | Edit

Figure 4.71 Select User

5. The system displays the User Profile page.
a. Select the down arrow ~ next to “Manage User Permissions” to display the roles assigned to the user.
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'GlnnleMae # Home Q@ Links « @ amc orgadmin@bank com ~

User Management

Please edit the user profile or manage the user permissions of Jones, John E below: - E

~ Edit User Profile

Display Name Login
Jones, John E JOHN E JONES@BANK.COM

Title First Name Middie Name Last Name Suffix
Mr v John E Jones

* Does this user have an RSA token? * RSA Token Serial Number

Yes:® No: 232323244

Email Mobile Number * Work Number Extension

john.e jones@bank com (757)777-3333

Organization Information
Organization * Job Title
AMC BANK SF - IS_5602 Tester

Legacy Appication informaton

GMEP1 IDs GinnieNet IDs

|_jjones5602

» Manage User Permissions

Figure 4.72 User Profile

6. Review the listed roles for the user,
a. Select the check box for the Functional Role to be removed.
b. Select Remove.
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'GlnnleMae e #Home Q@Links v @ amcorgadmin@bank com ~
User Management
Please edit the user profile or manage the user permissions of Jones, John E below. E
» Edit User Profile
~ Manage User Permissions
Functional Role
rowwe-—[aoucoescaenon oRcKevs [sase | saecr
SF-Bulk Transfers Authorized Signer Initiate, manage and accept bulk transfer transactions; 1S_5602 CONFIRMED 4
initiate and coordinate transfers of collateral files with
feree and transferor Issuers or D t Custod:
SF-Loan Delivery and Pooling Basic User Upload/enter pool and loan information for delivery; verfy  IS_5602 CONFIRMED
v of gthority; clear d )
deficiencies and pooling exceplions; access 1o prepare but
not execute PIIT/TAl transactions.
e
System Role
Foewme - [rowcosnu e REQuESTABLE
ALL USERS ALL USERS faise

Figure 4.73 Remove Functional Roles

7. The system displays a confirmation message.

a. Select Confirm to proceed with the removal of the selected Functional Role.

Confirm Remove Functional Role

Are you sure you want to remove the selected Functional Roles from user: Jones, John E?

Cancel

Figure 4.74 Confirm Functional Role Removal

8. The system displays a success green notification ribbon at the top of the page.
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'GfmfeMae ) # Home @ Links = @ amc orgadmin@bank com -

Succesfully removed selected functional role from the user.

User Management
Please edit the user profile or manage the user permissions of Jones, John E below. Back

» Edit User Profile

~ Manage User Permissions

ROLE NAME - ROLE DESCRIPTION = ORG KEY = STATUS = SELECT

SF-Loan Delivery and Pooling Basic User Upload/enter pool and loan information for delivery, verify I1S_5602 CONFIRMED
availability of commitment authority, clear document
deficencies and pooling exceptions; access to prepare but
not execute PIT/TAI transactions.

Figure 4.75 Functional Role Removal Notification

9. When the role has been successfully removed, the status of the role changes to “REVOKED.” No additional
approvals are required after the removal is confirmed.

'GinnieMae o fHome Q@Links~ @ amctester@yahoo.com ~

Legacy Application Information
GMEP1 IDs GinnieNet IDs

|_rroletest1857

~ Manage User Permissions

Functional Role

ROLE NAME - ROLE DESCRIPTION 3 ORG KEY 2 STATUS 2 SELECT
O

SF_Issuer_Bulk Transfers Authorized Signer Initiate, manage and accept bulk transfer transactions; 1S_1857 REVOKED
Initiate and coordinate transfers of collateral files with
transferee and transferor Issuers or Document Custodians.

SF_lIssuer_Investor Reporting Authorized Signer Only for HUD 11702 signatories. All rights of an Investor 1S_1857 CONFIRMED O
Reporting Basic User, plus; authority to certify the monthly
pool and loan accounting report; submit edits needed to
clear exception feedback and monthly reporting errors.

Figure 4.76 Functional Role Removal Notification

NOTE: If a Functional Role is removed inadvertently, it can be requested again by following the steps in Request
Functional Role.
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4.2.9 Review the Status of a Functional Role Access Request

Once an access request is submitted, the system adds the Functional Role to the user’s profile with a status of “Pending.”
The role is not provisioned to the End User until all necessary approvals are completed. To review the status of a
Functional Role request for a user, follow the steps below.

Follow the instructions for Logging into MyGinnieMae.

Navigate to the Access Management Console.

Select User Management tile.
Find and select the Display Name of the user account.

v

a o wDn e

Select the down arrow next to “Manage User Permissions”. The system displays the Functional Role(s)
assigned with various statuses indicating the state of the request in the Access Request Workflow:
o PENDING — The Functional Role request is submitted and awaiting Organization Administrator approval.
e APPROVED - The Functional Role is approved and awaiting Operations Administrator action.
e FINALIZED - The Functional Role request has been finalized by the Operations Administrator and the

underlying roles are in the process of being assigned to the user.

M GinnieMae @Home  @Ln

ks v @ amc orgadmin@bank com ~
User Management

Please edit the user profile or manage the user permissions of Jones, John E below. Reset Password w

» Edit User Profile

v Manage User Permissions

ROLE NAME - i ROLE DESCRIPTION =
SF-Agency Relationship User Access reports containing portfolio performance and liquidity I1S_5602 APPROVED

metrics, receive targeted Ginnie Mae communications for
individuals responsible for managing agency relationships.

SF-Financial Statements User Submit annual audited financial statements for review by I1S_5602 PENDING
Ginnie Mae's IPA

ROLE NAME - ROLE DISPLAY NAME = ‘REQUESME: ISELECT
ALL USERS ALL USERS false

User View / Eait

Figure 4.77 Functional Role Status
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6. Select the “Role Name” to reveal the Functional Role Entity Status overlay. The overlay contains details about the
user’s Functional Role(s):

Request Date
Requester
Approval Date
Approver
Finalized Date
Finalizer
Status

Functional Role Entity Status

Pa Upload 2018-07-30 AMC OpsTester PENDING
18:51:36.0

Close

Figure 4.78 Functional Role Entity Status Overlay

4.2.10 Verify an Assigned Functional Role

After the Operations Administrator has finalized a Functional Role request, it is advisable that the Org Admin verify that
all the underlying roles were successfully assigned to the user account. If there is a system error, the Organization
Administrator group will receive an email notification and will need to contact Ginnie Mae Customer Support. To manually
verify the status of a Functional Role request, follow these steps:

Follow the instructions for Logging into MyGinnieMae.

Navigate to the Access Management Console

Select User Management tile.
Find and select the Display Name of the user account.

a ~ w D

Select the down arrow ~ next to “Manage User Permissions” to display the roles assigned to the user.
e Select the checkbox for the corresponding Functional Role(s) from the list.
e Select Verify.
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'GinnieMae @Home @Links~ @ emcorgadmin@bankcom

User Management

Please edit the user profile or manage the user permissions of Jones, John E below. Reset Password m

» Edit User Profile

» Manage User Permissions

roveme - noueoescmnon ororer s smuse —saeor |

SF-Agency Relationship User Access reports containing portfolio performance and liquidity 1S_5602 FINALIZED

metrics; receive targeted Ginnie Mae communications for
individuals responsible for managing agency relationships.

SF-Financial Statements User Submit annual audited financial statements for review by 1S_5602 FINALIZED
Ginnie Mae's IPA.

SF-Investor Reporting Basic User Submit monthly pool and loan level accounting data; submit  1S_5602 FINALIZED E
quarterly custodial account verification data; review monthly
remittance information, review monthly reporting exception
feedback and errors.

Verify Re-Request m

Figure 4.79 User Management — Verify Functional Roles

6. The system checks the user’s access to underlying roles against the Functional Role profile and displays the
updated “Status” of the Functional Role.

The entire set of underlying roles within a Functional Role is either successfully provisioned or an error occurred
resulting in the other statuses below. In the latter case, check for an email regarding error notification, attempt to re-
request, and, if the issue persists, contact the Ginnie Mae Customer Support..

¢ CONFIRMED—AIl underlying Functional Role entities are provisioned. The system updates the Functional
Role to “CONFIRMED” automatically upon successful provisioning and receipt of legacy IDs. If that is not the
case, the “CONFIRMED?” status will not appear.

e PARTIAL — MISSING—Some Functional Role entities are not provisioned.

e MISSING—NOo Functional Role entities are provisioned. If the End User was disabled due to 90 days of
inactivity, the Functional Role status will display as “MISSING.”

e PARTIAL — NO ACCOUNT—The legacy system (GMEP or GinnieNET) has not returned a legacy ID for a
requested legacy role. (NOTE: If Legacy provisioning has not been fully completed before the user verifies,
this status will be displayed. Provisioning should complete within 25 minutes after an Operations
Administrator completes finalization. If the status is still “PARTIAL — NO ACCOUNT” after 25 minutes, the
Organization Administrator should reach out to the Operations Administrator for troubleshooting and
investigation).

e FAILED—The request did not complete successfully.

¢ REVOKED—The Functional Role was previously provisioned for the End User and has been removed or the
requested role was rejected by the second Organization Administrator. A revoked role can be requested again
through the Workflow.
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remittance information, review monthly reporting exception
feedback and errors

# Home Q@ Links = @ amcorgadmin@bankcom -
Verify Functional Role completed.
User Management
Please edit the user profile or manage the user permissions of Jones, John E below. T E— m
» Edit User Profile
~ Manage User Permissions
Functional Role
SF-Agency Relationship User Access reports containing portfolio performance and liquidity 1S_5602 FINALIZED
metrics; receive targeted Ginnie Mae communications for
individuals responsible for managing agency relationships.
SF-Financial Statements User Submit annual audited financial statements for review by 1S_5602 FINALIZED
Ginnie Mae’s IPA.
SF-Investor Reporting Basic User Submit monthly pool and loan level accounting data; submit  1S_5602 PARTIAL-
quarterly custodial account verification data; review monthly NOACCOUNT

7. If the “Status” is not “CONFIRMED,” the role can be re-requested following the steps in Re-Request a Functional

Role.

4.2.11 Re-Request a Functional Role

Figure 4.80 Verified Functional Role Status

After you have taken steps to Verify an Assigned Functional Role if you find roles that are not in “CONFIRMED” status,

and you can re-request the Functional Role to complete the provisioning of the role. Below are the steps to re-request a
Functional Role. If the End User was disabled due to 90 days of inactivity, the you must Enable a User’s Account before

re-requesting Functional Roles.

Follow the instructions for Logging into MyGinnieMae.

Navigate to the Access Management Console.

2 A

Select User Management tile.

Find and select the Display Name of the user account.

Select the checkbox for the corresponding Functional Role that is in “Missing” status
a. Select Re-Request.

Select the down arrow ~ next to “Manage User Permissions” to display the roles assigned to the user.

NOTE: The “Re-Request” button will not be visible for a role whose status is listed as Revoked. To re-request a revoked

role for a user, follow the Request Access Workflow in Request Functional Role.
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'GinnieMae # Home Q Links ~

@ aorgant@deloitte.com ~

~ Manage User Permissions

tional Role

roewme-—— oooescuenons _omorers _smuss __sesor
O-MBSOA Operations MBSOA profile BP_06 PARTIAL-MISSING

O-PPA Tech Operations PPA Tech Profile BP_06 PARTIAL-MISSING

SF-Bulk Transfers Authorized Signer Initiate, manage and accept bulk transfer transactions I1S_1857 MISSING v

initiate and coordinate transfers of collateral files with
transferee and transferor Issuers or Document Custodians

SF-Loan Delivery and Pooling Basic User Upload/enter pool and loan information for delivery; verify 1S_1857 MISSING

availability of commitment authority; clear document
Verify Re-Request Remove

deficiencies and pooling exceptions; access to prepare but
not execute PIIT/TAI transactions

Figure 4.81 Re-Request Functional Role

7. The system submits a request for any missing Functional Role entities, displays a natification ribbon at the top of
the screen, and updates the status of the role.

,GinnieMae A Home Q@ Links ~ @® aorgant@deloitte.com ~

Request re-submitted succesfully

Figure 4.82 Re-request Functional Role Status Update

NOTE: If an attempt is made to re-request a “PENDING” or “APPROVED” role, the system displays a message that the
role cannot be re-requested.

M GinnieMae aoe o

WS v @ amc orgadmin@bank com ~

The Functional Role Assignment status i1s PENDING and may not be re-requested

Figure 4.83 Re-Request Role Error

4.2.12 How to De-register a User with the Oracle Mobile Authenticator

If a user has registered with the Oracle Mobile Authenticator (OMA) application to have the OTP delivered to a smart
device, they will need to de-register if they replace their smart device, have deleted and re-downloaded the OMA, or no
longer wish to have the option of accessing OTP generated by the OMA. This is a function that End Users are able to
complete on their own following instructions on the Deregistering with the Oracle Mobile Authenticator QRC. To
complete this process on behalf of and End User you may follow these steps:

1) Follow the instructions for Logging into MyGinnieMae.

2) Navigate to the Access Management Console.

3) Select User Management tile.
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# Home @ Links ~ @ amc.orgadmin@bank.com ~

ment Console

1

New User Access Pending User
Registration Request Approvals Management

Figure 4.84 Access Management Console Landing Page

4) Find and select the Display Name of the user account.

'G/nnleMae #tHome 4 Security Reports @ MyGinnieMae Portal @ AMC ORGADMIN@BANK COM ~
User Management
Please select the desired user from the list of available users below.

Q | Search

HOME ORGANIZATION

DISPLAY NAME = EMAIL =

john e jones@bank com AMC BANK SF - 1S_5602
OrgAdminTwo, AMC amc orgadmin2@bank com AMC BANK SF - IS_5602
smith, john danchan109@ginnienet.com AMC BANK SF - IS_5602
@  Smith, Mary J mary | smith@bank.com AMC BANK SF - IS_5602
User View / Eat
i ———i

Figure 4.85 Search Users Results

5) Select De-register OMA.

'GinnieMae #Home  @Links - @ cmenichols@deloitte com «

User Management

Please edit the user profle o manage the user permissions of IOPP Tester below Resed Password

~ Edit User Profile

ation

Display Name: Login
10PP Tester I0PP.TESTER@VAHOO.COM

Title First Name Middle Name Last Name: Suffix
Dr v 10PP Tester

* Does this user have an RSA token?

Yes: O No:®

Contast Information

Email Mobile Number * Work Number Extension

iopp tester@yahoo. com (676)785-T665

ization Information

Organization = Job Title
BANK OF HAWAII - IS_1857 Tester

Legacy Application Informatien

GMEP1 IDs GinnieNet IDs

|_tester1as7, |_itester33ss 1506422

] e Loe L

*Manage User Permissions

Figure 4.86 De-register OMA Button on the User Profile Page
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6) The system opens a dialog box to confirmation the de-registration of the OMA.
a) Select Confirm.

Confirm De-registration of Oracle Mobile Authenticator

Are you sure you want o de-register the Cracle Mobile Authenticator for I0PP Tester?

Cance'

Figure 4.87 Confirm De-registration of OMA as Org Admin

7) The system displays a green notification ribbon that the user’s device has been successfully de-registered.

'GinnieMae - Q@Links ~ @ iopp tester@yahoo.com -

Oracle Mobile Authenticator successfully de-registered for IOPP.TESTER@YAHOO.COM. OIM status: COMPLETED

Change Password

Password Policy

rord me

Current Password: |

New Password: I

:
P

o P c )

) " " ; Confirm New Password: |

.« P b {s

oP . .

. P i ter(s)

. P )
': Retumn to Portal

* Any parficuiar character in the password must not be repeated more than 2 fime(s)

Figure 4.88 Message of Successful De-registration

4.3 Troubleshooting and System Errors
This section is designed to help identify common errors you may encounter as an Organization Administrator and provide
tips for troubleshooting issues. If the suggested tips are unsuccessful or errors persist, refer to Ginnie Mae Customer

Support.
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4.3.1 AMC Error Page

Issue: The system displays an error message to the End User because a service is temporarily unavailable.

'G!ﬂnfeMae ) # Home @Links = @® amc orgadmin@bank com ~
Back-end Service is unavailable. Error Code: 500 - Internal Server Error x

Pending Approvals

Please select the desired task from the 1ist of pending approvals below. Back

» User Registration Approval
» Access Request Approval

Pending Approvals Review
]

Figure 4.89 Back-End Service is Unavailable Error

Resolution: User should attempt to refresh the page in the web browser or return to the AMC landing page by

clicking the Home icon at the top of the screen.

# Home @ Links ~ @ amc.orgadmin@bank.com -

ment Console

4

New User Access Pending
Registration Request Approvals Management

Figure 4.90 Return to AMC Landing Page

4.3.2 AMC Module Error Notification Ribbons

Within each AMC module, the AMC displays a notification ribbon on the page each time a confirmed action is taken by
the user (for example, after submitting an access request or updating a user attribute). Successful message notifications
display in a green ribbon. Errors are displayed in a beige or red ribbon.

Issue: If the backend system does not receive the confirmed action, an error message is displayed with notification of the
failed action.
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Registration Request Details
Display Name:
Jones, Keith

Middle Name:

Email Address:

keith_jones@bank_com

Job Title:

BA

Telephone Extension:

RSA Token?

New Registration Approval

Department Name (Ginnie Mae):

Failed to approve user registration request #65122

Please review the user details and confirm the request being submitted!

First Name:
Keith
Last Name:
Jones
Organization:
Bank of Aukey - BP_02
User Login:
keith_jones@bank.com
Telephone Number:
(123)123-1234
Mobile Phone:
(123)123-1234

RSA Token Serial Number:

232323244

#Home  @Links - @ amc orgadmin@bank com ~
Failed to submit all requests. Please contact the system administrators. X
Access Request Approval
Please review the enlitlement associations and confirm the request being submitted: Back
Keith Jones . BANK OF AUKEY - BS_2 . S5F_Loan Delivery and Pooling Authorized Signer
(Single Family Issuer Loan Delivery and Pooling Authorized Signer)
« Single-family Issuer
= CM Issuer Access
« RPN Issuer Access
« eNotification User
= SecurlD Token Holder
= Gmep2 User
- Issuer
= AUTHORIZED GINNIENET SIGNER
Pending Approvals Review
| —
Figure 4.91 Failed Access Request Submission
'G’nnleMae ) # Home @ Links = @ amcorgadmin@bank.com  w

Reject Registration | Approve Registration

Figure 4.92 Failed User Registration Approval

Resolution: Re-attempt the action. If failures continue contact Ginnie Mae Customer Support.
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4.3.3 Email is Already Registered

Issue: When sending a New User Registration invitation to an End User, if an email address is already registered, an

invitation cannot be sent to that user.

User Request
3 Details@

Contents

= Title ¥
* First Name  John
Middle Name E

* Last Name Jones
History

Comments

No data to display

*Job Title Tester

@ Error: This email address is already registered in

the system
*0rg Id AMC BANK SF - 15_5602 ¥ This email address is already registered in the system
= Email [john.e.jones@bank.com |
Attachments
Name Updated By Date Updated

No data to display

Submit | Actions +

Figure 4.93 Email is Already Registered Error

Resolution: Since the system is configured to prevent invitations to email addresses already registered. If attempting to

add a functional role, please refer to Request Functional Role.

4.3.4 Three Invitations Sent Alert

Issue: When sending a New User Registration invitation to an End User, if an invitation has already been sent to the

user's email address three times, an alert will be displayed as a warning. An invitation can only be sent a total of five

times.

User Request
] 3 Details (i)

Contents

*Title Mr
* First Name  Keith
Middle Name

* Last Name Jones
»» History

Comments

Mo data to display

v

\i) Information

4 User Registration Request has aiready besn sent to this user 3 imes

QK

Attachments

Name Updated By
No data to display

Submit | Actions =

+X

Date Updated

Figure 4.94 Three Invitations Sent Alert

Resolution: This is a warning message. No action is required as an invitation can be sent up to five times.
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4.3.5 Five-Time Invitation Flag

Issue: When sending a New User Registration invitation to an End User, if an invitation has already been sent to the

user’'s email address a total of five times, the email address will be flagged, and additional requests cannot be sent.

User Request

b 3 Details (i)

administrator

TRIRCALRIE T T

* Last Mame Jones
» History

Comments

Mo data to display

User Registration has besn sent to this user more
than 5 times. Please reach out to your administrator.

Submit | Actions =

@ Error: User Registration Request has been sent to
this user more than 5 times. Please reach out to your

d= BA

Td Bankof Aukey-BP 02 2 ¥

= En'EiI|keﬂh.jones@tank.com |

Attachments o 3¢

Name Updated By Date Updated

No data to display

Figure 4.95 Five Time Invitation Flag

Resolution: In order to send another invitation to the user's email address, action is required from the Operations

Administrator group. Contact Ginnie Mae Customer Support.

4.3.6 Incorrect Email Format

Issue: When sending a New User Registration invitation to an End User, if an incorrect email format has been entered in

the email field, the following validation message appears.

sample@sample.sam.

* Job Tite AVP
*Orgld BNY Mellon

ﬁ Error: The format is incorrect.

Entered Email Address steve john is incorrect. Please
provide correct Email Address.

* Email [s:;e‘.'e john|

After the steps above, if a correct email format is entered and the” Submit” button is clicked, the following error is

Figure 4.96 Registration Email Form Error

displayed: “ADF_FACES...”. The registration page then displays the 500-error shown below.

The system is validating for the typical email format—
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accessuat.glnniemae.gov says

ADF_FACES-60097:For more information, please see the server's error

log for an entry beginning with: ADF_FACES-60096:Server Exception

duning PPR, =1

Error 500--Internal Server Error

From RFC 2068 Hypertext Transfer Protocol -- HTTP/1.1:
10.5.1 500 Internal Server Error

Ihe server encountered an unexpected condition wihich prevented it from fulfilling che requestc.

Figure 4.97 Registration Email Form Error

Resolution: When an incorrect email format is entered and the “Error: This format is incorrect” appears, close the User
Registration Form, and follow the steps to start a new registration invite. Do not proceed to populate the same registration
invitation form after seeing this error.

4.3.7 New Password Mismatch Error

Issue: In the process of a password reset or if a user incorrectly enters a matching password, they will receive the system
generated error, “Password does not match.”

'GinnieMae A Home @ Links ~

® cmcnichols@deloitte.com

Change Password

Password Policy

« Password must not be longer than 20 character(s). Current Password: ceceeceases

« Password must be af least 8 character(s) long.

» Password must contain at least 2 alphabetic character(s) New Password:
« Password must contain atf least 1 numeric character(s). .

« Password must contain at least 3 alphanumeric character(s) Confirm New Password: (seeeeseses

+ Password must contain af least 1 special character(s).
» Password must contain af least 1 uppercase lefter(s).
« Password must contain af least 1 lowercase letter(s). m
« Password must not match or contain user ID.

« Password must not be one of 24 previous passwords.

« Any particular character in the password must not be repeated more than 2 time(s)
« Password must start with an alphabetic character.

*Password does not match

Figure 4.98 New Password Does Not Match Error

Resolution: The user must retry and enter a matching password.

MyGinnieMae provides Organization Administrators an audit trail and additional insight into the user accounts for your
organization in Ginnie Mae business systems. These reports capture logs and event data for various identity and access
management events. This section describes the reporting capabilities and provides instructions on how to access reports.
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4.4  Accessing Administrative Reports

441 ReportTypes

The following reports are available to Organization Administrators via the AMC:

Service

User Registration

‘ Reports

Home Organization User List Org
Admin View

User Profile History

User Registration Request History

Type
Custom
Standard
Custom

Description ‘
Home Organization User List Org Admin View —
Provides a list of all users in your organization
including phone number, job title, date the user’s
account was created, current status (active or
disabled), the last date the user logged in and if
the account is currently locked. You can also see if|
the user has an RSA token. If the user has and

token, you can see the RSA serial number.

User Profile History Org Admin View — Provides
users login audit information in your organization
including last login date, Created By Login,
Updated By Login, user id status etc. including

Date Effective From, Time Effective From.

User Registration Request History Org Admin
View — Provides a list of user registration
information for both completed registrations and
registrations that have not been completed.
Information that is provided for completed
registrations include the request ID, user login,
the Org Admin who sent the registration
invitation to the user, the date the invitation was
sent, the date the registration request was
submitted by the user, the Org Admin who
approved the registration request, the date the
request was approved and the approval status.
For registrations that have not been completed
the task number, user login, the Org Admin who
sent the registration invitation, the date the
invitation was sent and the status of the

invitation.

Access Requests

AMC Functional Role Request
History

Custom

IAMC Functional Role Request History — Provides
the functional role request history for your
organization. The information provided includes
the request ID, user login, functional role type,

Org key, Status, the Org Admin who submitted
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Service

Reports

Type

Description

the request and the date the request was
submitted, the Org Admin who approved the
request and the date the request was approved,
the Operations Admin who finalized the request
and the date the request was finalized or the
Operations admin who revoked the request and

the date the request was revoked.

Multifactor Authentication
(MFA)

Accounts Locked Out Report
Authentication Statistics Report

Standard
Standard

[Accounts Locked Out Report — Provides a list of
all locked users in your organization including

user id, time stamp when the account was locked.

IAuthentication Statistics Report — Provides the
number of times and the dates the authentication
process was attempted by the users in your
organization. You have the ability to sort by date
range or time range. You can also sort by

authentication success, failure or all.

Self-Service Change Password

Password Expiration Summary

Standard

Password Expiration Summary — Provides a list of
the users in your organization whose passwords
have expired. You have the ability to sort by first
name, last name, user ID. You can also sort by

date range.

Table 4.1 Reporting for Organization Administrators

4.4.2 Accessing Administrative Reports

To access the list of available reports, follow the steps below.

1) Follow the instructions for Logging into MyGinnieMae.

2) Navigate to the Access Management Console

3) Select the down arrow

next to Links in the header.

a) Select Security Reports

MyGinnieMae Portal | Access Management Console Manual v 2.6

| 75


https://www.ginniemae.gov/issuers/issuer_training/QRCs%20Page/QRC-GS3.4%20Logging%20into%20MyGinnieMae%20%20Accessing%20Business%20Applications%206.23.2020.pdf

# Home @ Links ~ @ amc orgadmin@bank com ~

@ IMyGinnieMae Portal
Ll Security Reports

ment Console

S %

New User Access Pending User
Registration Request Approvals Management

Figure 4.99 Security Reports Link

4) The system will open the Bl Publisher Enterprise page in a new window.
a) Select Catalog Folders on the left side of the page.

BI Publisher Enterprise search (] Help signowt O
Home Catalog | L BS Open Signed In As amc.orgadmin@bank.com

Create... Recent

% Report Job Reports

Others

Browse/Manage...

2 Catalog Folders Favorites Manage

&3 Report Jobs

@ Report Job History

Figure 4.100 Report Catalog Folders

5) Select Shared Folders to expand the folder.

BI Publisher Enterprise

Home | Catalog ‘ E new - | Bs Open

-2 W% EME R Location  /shares Folders M @
Folders Administrative Reports | Last Modified 5/3/19 1:456 PM | Created By xelsysadm

Expand | Morew
My Folders

|) [shared Folders
Administrative Reports

AMC | Last Modified 1024/18 2:30 PM | Created By xelsysadm
Expand | Marev

Components | Last Modified 1/26/17 10:31 AM | Created By xelsysadm
> D AMC Expand | Morev
» [ Components y
OAM | Last Modified 1/26/17 4:38 PM | Created By xelsysadm
> [ oam Expand | Morew

B C] Oracle Identity Manager

Oracle Identity Manager | Last Modified 1/26/17 10:11 AM | Created By xelsysadm
b D Oracle_Fusion_Middlewars_Au

Expand | Morev

‘Oracle_Fusion_Middleware_Audit | Last Modified 3/5/17 2:11 PM | Created By xelsysadm
Expand | Marev

o

Figure 4.101 Oracle Identity Manager Reports
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6) Select Administrative Reports folder.

BI Publisher Enterprise Help~ | Signow O

Home | Catalog | [ Neww | B Openv | Signed In As amc orgadming@bank com
v i Q E}ﬂ r""é :_] ® Location  [Shared Folders/Administrative Reports v @

Folders Accounts_Locked Out_Org_Admin | Last Modifiad 5/9/19 1:45 PM | Created By xalsysadm
" Accounts_Locked_Out
[ My Folders Open | Schedule | Jobs | Job History | Morew
Shared Folders AMC Functional Role Request History | Last Modified 7/29/19 1:55 PM | Creatsd By xelsysadm
F AHC Rt ity
13 amc Open | Schedule | Jobs | Job History | Morew
> (3 Components Authentication_statistics (OrgAdminOnly) | Last Modified 5/3/13 1:46 PM | Created By xelsysadm
- Authentication_statistics
>3 oam Open | Schedule | Jobs | Job History | Morew

> [[J Oracle Identity M
u rac ety Manager Home Organization User List Org Admin View | Last Modified 5/9/19 1:46 PM | Created By xelsysadm
| Oracle_Fusion_Middlewara_Au

Open | Schedule | Jobs | Job History | Morew

Password Expiration Summary Org Admin View | Last Modified 5/10/19 10:31 AM | Created By xelsysadm
Password Expiration Summary
Open | Schedule | Jobs | Job History | Morew
User Profile History Org Admin View | Last Modified 7/29/19 1:55 PM | Created By xelsysadm
ar Profile Histos

2 ry
Schedule | Jobs | Job History | Morew

User Registration Request History Org Admin View | Last Modified 5/9/19 1:46 PM | Created By xelsysadm
Open | Schedule | Jobs | Job History | Morew

&

i 6] [EG] (B3] R G (D (R

Accounts_Locked_Out_Org_&dmin | Last Modified 5/3/1% 1:46 PM | Created By xelsysadm
Morew

Figure 4.102 Open User Profile History Report

7) The reports will be displayed.
a) Select Open under the desired report.

8) For Custom Reports,

a) The report can be filtered and sorted by selecting the down arrow in the column header.
9) For Standard Reports,

a) Search for specific users using the User Profile History.

b) Filter to generate reports by users, roles, date range, etc.

BI Publisher Enterprise search ([ B | Hepv | signow O
User Profile History Home ‘ Catalog \ E New~ | B® Openv ‘ Signed In As amc.orgadmin@bank.com -
First Name Last Name User ID
Organization Role Name Manager User ID
Employee Status v Employee Type w| Changes Date Range From ®
Changes Date Range To @ Snapshot Date Range From @ Snapshot Date Range To & | Apply
Oracle Default am g.= @

Figure 4.103 Search Profile History

NOTE: Data will not be displayed if the date range filter is not used in conjunction with other filters.

5 GETTING HELP

This section provides the user with information on where to search for information and resources to assist with their
account, navigating the portal and its applications, and troubleshooting issues.
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Refer to MyGinnieMae Portal Getting Started Manual

5.1 Self-Help Tools

Users should first reference the appropriate section of the MyGinnieMae Getting Started User Manual for information on
creating a user account, requesting functional roles, and managing a user account. Some functions a user may complete
without the assistance of a system administrator such as:

Changing a password every 90 days — Changing a Password in MyGinnieMae QRC

Resetting a forgotten password — Forgot Password in MyGinnieMae QRC

Updating profile information — Managing My Profile in MyGinnieMae QRC
Registering for mobile delivery of the OTP — Registering with the Oracle Mobile Authenticator QRC
Troubleshooting and System Errors — Troubleshooting and System Errors

Easy reference tools like Quick Reference Cards (QRCs) and the Portal Help link at the bottom of each portal page, can
be used to help answer common questions. To get more help, users may access the training sessions and materials on
the Issuer Training Page of the Ginnie Mae website at

https://www.ginniemae.qgov/issuers/issuer _training/pages/modernization.aspx.

5.2 Organization Administrators
Organization Administrators, formerly known as Security Officers and Enrollment Administrators, are privileged users
inside each Ginnie Mae business partner organization that are responsible for creating and managing End User accounts

in Ginnie Mae systems on behalf of their organization. Organization Administrators are responsible for the following
functions:

Create an End User Account

Update Account Attributes such as an RSA Token
Reset Password

Add/Remove Functional Roles for an End User Account
Disable/Enable An End User Account

Lock/Unlock An End User Account

End Users that need their One-Time PIN (OTP) reset or have questions about how to use portal applications should seek
assistance from Ginnie Mae Customer Support.

5.3 Ginnie Mae Customer Support

Ginnie Mae Customer Support may be reached at:

1-833-GNMA HELP / 1-833-466-2435

ginniemael@bnymellon.com
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5.3.1 Help with System Access

The Operations Administrators for the MyGinnieMae portal may be reached via Ginnie Mae Customer Support. The

Operations Administrators are responsible for creating and managing Organization Administrator accounts. The
Operations Administrator is not authorized to create or otherwise manage End User accounts for Ginnie Mae business
partners but may support Organization Administrators in their role to manage End User accounts on behalf of their
organization.

5.3.2 Help with Portal Applications

End Users are encouraged to utilize their Organization Administrators, the information found in the Getting Started Manual

and other Tools and Resources found on the Ginnie Mae website. End Users are invited to utilize Ginnie Mae Customer

Support for additional guidance and support.

5.4 MyGinnieMae Portal Dictionary

The MyGinnieMae Portal Dictionary is a reference resource for all portal users. The dictionary contains definitions for
terms that provide clarification around portal pages, applications, processes, and general functionality pertaining to the
MyGinnieMae portal. Refer to the MyGinnieMae Portal Dictionary.

6 APPENDIX

6.1 Functional Role Matrix

Functional Roles are a system access profile based on business activities used to ensure End Users have the
appropriate level of access to be able to perform their job functions and responsibilities. Functional roles are grouped
and vary by type (refer to the Functional Role Matrix at
https://www.ginniemae.gov/issuers/issuer_training/Documents/functional _role_matrix.pdf).

7 QUICK REFERENCE CARDS

A Quick Reference Card or QRC is an abbreviated one to two-page reference document with step-by-step instructions
on how to complete a specific action. Below is a list of QRCs for the content provided in this User Manual. QRCs are
posted to the Ginnie Mae website at https://www.ginniemae.gov/issuers/issuer_training/pages/qrcs.aspx.
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Access Management
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Access Management
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Access Management
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Console

Access Management

Console

Access Management

Console

Access Management

Console

Access Management

Console

QRC-AMC:3.2

QRC-AMC:3.3

QRC-AMC:3.4.3

QRC-AMC:4.1.1

QRC-AMC:4.1.2

QRC-AMC:4.1.3

QRC-AMC:4.1.4.1

QRC-AMC:4.1.4.2

QRC-AMC:4.1.5

QRC-AMC:4.1.6

Navigating to the Access

Management Console

Exiting the Access

Management Console

Change Password Via
Access Management

Console

Send a Registration

Invitation

Approve a New User

Registration

Reject a New User

Registration

Request a Functional
Role from the Access

Management Tile

Request a Functional
Role from the User

Management Tile

Approve a Functional

Role Request

Reject a Functional Role
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QRC for Organization Administrators on how
to navigate to the Access Management

Console from MyGinnieMae.

QRC for Organization Administrators on how
to exit the Access Management Console and
return to MyGinnieMae. The QRC also explains
how to exit both the Access Management

Console and MyGinnieMae.

QRC for Organization Administrators to change
their password within the Access Management
Console rather than navigating back to the

MyGinnieMae landing page.

QRC for Organization Administrators on how
to send a Registration Invitation email to
someone so they can register to become a

MyGinnieMae end user.

QRC for Organization Administrators on how

to Approve a New User Registration.

QRC for Organization Administrators on how

to reject a New User Registration.

QRC for Organization Administrators on how
to submit a Functional Role request for
someone through the Access Management tile

in the Access Management Console.

QRC for Organization Administrators on how
to submit a Functional Role request for
someone through the User Management tile

in the Access Management Console.

QRC for Organization Administrators on how

to approve a Functional Role request.

QRC for Organization Administrators on how

to reject a Functional Role request.
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Access Management

Console

Access Management

Console

Access Management

Console

Access Management

Console

Access Management

Console

Access Management

Console

Access Management

Console

Access Management

Console

Access Management

Console

Access Management

Console

QRC-AMC:4.2.1

QRC-AMC:4.2.2

QRC-AMC:4.2.3

QRC-AMC:4.2.4

QRC-AMC:4.2.5

QRC-AMC:4.2.6

QRC-AMC:4.2.7

QRC-AMC:4.2.8

QRC-AMC:4.2.9

QRC-AMC:4.2.10

Disable a User’s Account

Enable a User’s Account

Lock a User’s Account

Unlock a User’s Account

Update a User’s Profile

Update a User’s RSA

Token

Reset a User’s Password

Remove Functional Roles

Review Functional Role

Request Status

Verify an Assigned

Functional Role

MyGinnieMae Portal | Access Management Console Manual v 2.6

QRC for Organization Administrators on how
to remove a user’s MyGinnieMae account.
This will remove all the user’s assigned

functional roles.

QRC for Organization Administrators on how
to enable a user’s account so they can access

MyGinnieMae.

QRC for Organization Administrators on how
to prevent a user from logging in to their
MyGinnieMae account, but still retain their

functional roles.

QRC for Organization Administrators on how
to unlock a user’s account so they can login to

their MyGinnieMae account.

QRC for Organization Administrators on how
to update a user’s profile information such as

title, work number, extension etc.

QRC for Organization Administrators with the
steps to follow when you receive a notification
that a Functional Role requires an RSA

association.

QRC for Organization Administrators on how
to reset a password for a user when they have
forgotten their password or cannot reset it

themselves.

QRC for Organization Administrators on how
to remove a Functional Role when a user no

longer requires the access.

QRC for Org Admin to check the status of a
Functional Role that has been requested for a

user in your organization.

QRC for Organization Administrators on how

to verify that all the necessary underlying roles
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Access Management

Console

Access Management

Console

Access Management

Console

Access Management

Console

QRC-AMC:4.2.11

QRC-AMC:4.2.12

QRC-AMC:4.3

QRC-AMC:4.4

Re-Request a Functional

Role

De-Register a User with
the Oracle Mobile

Authenticator

AMC Troubleshooting-

System Errors

Accessing Administrative

Reports

have been assigned to the user’s account once

the request has been finalized.

QRC for Organization Administrators that need

to re-request Functional Roles.

QRC for Organization Administrators on how
to de-register a user’s smart device with the
Oracle Mobile Authenticator so they can

register a new smart device.

QRC for Organization Administrators on how
to resolve common system errors with the

Access Management Console.

QRC for Organization Administrators on how
to access Administrative Reports in the Access

Management Console.

Table 7.1 Organization Administrator QRCs
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