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This publication will be used periodically to provide notifications and information about Ginnie Mae Modernization efforts. This is not a device to implement official policy
changes to Ginnie Mae’s Mortgage-Backed Securities (MBS) programs. If you have any comments or suggestions on how to make this publication more informative and helpful,
please contact askGinnieMae@hud.gov.

Upcoming MyGinnieMae Security Enhancements — October 2024

Ginnie Mae is excited to announce new enhancements to the MyGinnieMae (MGM) Portal. These
enhancements improve overall user experience, reduce risk and security concerns, and position the MGM
platform to be more agile and adaptable. The following enhancements are now live:

End-User Name Organization Administrators will now be able to update End-User’s First, Middle,
Update and Last Names directly through the MGM Access Management Console.

Password Policy The password policy requirements have been simplified. These requirements must
Update be followed when updating or changing your MGM password in the future:

e Password must not match or contain first or last name.

e Password must be 8-20 characters long.

e Password must contain at least 2 alphabetic characters, and at least 1
uppercase and lowercase letter(s).

e Password must contain at least 1 numeric character(s).

e Password must contain at least 1 special character(s).

e Password must not contain the username or match the last 24 previous

passwords.
Email One-Time During all password changes, the One-Time Password (OTP) authentication will
Password (OTP) only be allowed via email. The Oracle Mobile Authenticator OTP will no longer be
for Password available for this function.
Change
New User When sending a registration invitation to a new user, Organization Administrators
Registration will now be able to select their approved Email Domains from a drop-down list in
Invitation the form based on the organization selected during the registration invitation.

Update

Additional information including updated Quick Reference Cards (QRCs) and User Manuals are available for
reference on the Modernization Initiatives page on GinnieMae.Gov. If you have any questions, please
email askGinnieMae@hud.gov.



mailto:askGinnieMae@hud.gov
https://www.ginniemae.gov/issuers/issuer_training/Pages/modernization.aspx
mailto:askGinnieMae@hud.gov

Ginnie Mae is a wholly owned government corporation within the U.S. Department of Housing and Urban Development. Ginnie Mae
pioneered the mortgage-backed security (MBS), guaranteeing the very first security in 1970. An MBS enables a mortgage lender to
aggregate and sell mortgage loans as a security to investors. Ginnie Mae securities carry the full faith and credit of the United States
Government, which means that, even in difficult times, an investment in Ginnie Mae is one of the safest an investor can make.
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